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This is documentation for Ignition 7.9, which is no longer actively maintained.

For documentation on the latest stable release, see the latest version (8.3).

Alarming

How Alarming Works

Alarming is a core feature of the Ignition platform. It provides the functionality and flexibility to
configure your alarms, provides up-to-date status of alarms, store alarm history, build the logic for
how, why, and when alarm notifications are delivered, manage alarm notifications for user groups, and
send Email, SMS or Voice notifications. With all these features and functions in Alarming, you can
easily create alarms, and design and manage your alarm notifications any way you choose!

Alarming lets you start creating alarms right out of the gate, or if you prefer, you can customize an
entire alarm notification process with pipelines, schedules, rosters, and much more. Alarming features
and functions translate to endless possibilities for configuring and managing your alarms and
notifications. Once you review the features and functions of Alarming, you too, will soon see the
endless possibilities for creating robust alarms and alarm notifications in your facility!

+ Alarm Types and Alarm Settings - Available alarm types including a host of alarm settings so
you can build and change the behavior of you alarm

+ Alarm Status - Displays current status of alarms
¢ Alarm Journal - Stores historical information about alarms

« Alarm Notification - Lets you select the delivery channel for how alarms notifications are sent
(Email, SMS, and Voice)

e Users, Schedules, and Rosters - Defines users, who will receive alarms, schedules and rosters

« Alarm Notification Pipelines - Lets you define how alarm notifications are sent out and

acknowledged

Setting up Alarms

Anything is possible with alarms! Alarms have a ton of settings that you can use to create almost any
type of alarm in Ignition. You can configure alarms with one alarm on a tag, multiple alarms on a tag,
and even add alarms in UDTs so every instance of that tag will automatically have alarms configured
when a new instance of your tag is created. You can use the alarm settings to create alarms that
equal or don't equal a setpoint, above or below a setpoint, between setpoints, outside setpoints,
dynamic setpoints, out of range, bad quality, etc. The conditions are limitless.


https://www.docs.inductiveautomation.com/docs/8.3/intro

Alarms are super easy to create. All you have to do is select your tag, add an alarm, configure your

alarm settings, and you're in business.

Information about configuring alarms can be found in Alarming Properties in the Tag Intro and

Setting Up Alarms sections.
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How to Monitor Alarm Status

Setting up the Alarm Status Table works like magic! All you have to do is drag the Alarm Status Table

component onto your window, and the current alarms are displayed immediately into one view! It is

highly customizable and can be configured to show active, unacknowledged, cleared, and

acknowledged alarms. You can filter on Alarm Status properties, show or hide alarm property

information, reorganize columns, view alarm details, notes and history of an alarm, not to mention,

Acknowledge or Shelve a selected alarm.
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How to View Alarm History

The Alarm Journal stores historical information about alarms in a database. It stores basic data
about alarms that have occurred, such as their source and timestamp, associated data on an alarm,
and the values of an alarm's properties at the time the event occurred. It captures all status changes
for each alarm, as well as acknowledgement to an external SQL database of your choosing. To begin
viewing alarm history, all you need to do is create an Alarm Journal Profile in the Gateway webpage.

Like the Alarm Status Table, you can filter on alarm history properties. The alarms are color coded
so you know what each status represents. The date range is a very common filter type since users

typically want to filter for alarm events within a specific period of time.
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Alarms may also generate notifications that are delivered to users. This allows Ignition to immediately
communicate events and problems to your users. The Notification system has access to Ignition's
Authentication Profiles, so users can easily be added to notification rosters. Schedules can be
created, which in turn allows users to receive notifications only when on-schedule, so there is no need
to worry about notifying a supervisor or manager in the middle of the night.
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Using Alarm Notification Pipelines

The Alarm Notification Pipeline feature is an innovative tool that lets you easily create routes for
your alarms. By designing your own alarm notification routing, you have control of what happens

when an alarm goes active, when an alarm is sent out, and who receives the alarm notification.

The alarm notification pipeline has a simple drag-and-drop interface so you can build various types of
alarm logic. Its built-in pipeline block functionality lets you delay sending alarm

notifications, escalate higher priority alarms to a different group of users, consolidate multiple alarms
so recipients aren’t flooded with messages, and distribute specific alarm types to different contact
groups.

Alarm notification pipelines can be very simple to very complex. In this simple notification pipeline,
when an alarm is triggered, the people listed in the On-call Rosterare notified via Email. If no one
acknowledges the alarm in 20 seconds, the alarm notification is routed back to the same people listed
in the On-call Roster.
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To learn more about building your own pipelines, go to Customizing Alarm Notification.
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Configuring Alarms
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Configure Alarm on a Tag
Watch the video

Alarms are defined on Tags or OPC items in SQL Bridge (Transaction Groups). Each alarm is a
condition that will be evaluated when the value of the Tag changes. When the condition becomes true,
the alarm is said to be active. When it becomes false, the alarm is said to be clear.

Alarms may also be acknowledged. This flags the alarm as such in Ignition, and the acknowledgment
state of each alarm can be made visible throughout Ignition. In practice, acknowledgment allows
users to 'claim' alarms, or otherwise let colleagues know that the alarm is being handled. Until an
alarm has been acknowledged, it is said to be unacknowledged, or 'unacked'.

Configuring an Alarm on a Tag

1. Double-click on the Tag to edit it. The Tag Editor window will appear. For this example, a Memory

Tag with a Data Type of Boolean will be used
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2. On the left side of te window, click on Alarming.

3. Either click on the green plus sign towards the top of the window, or double click the T Mew Alarm...
item to add a New Alarm to the Tag.
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4. Enter a Name for the Alarm and set any other settings you wish. In the image below the Name
was changed to "High Value" and the Setpoint was changed to 1. This means that when the



value on the Tag is equal to 1 (or True in the case of a boolean) then the alarm will become

active.
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5. Click OK to commit the new alarm.

d

6. Ignition will start monitoring the alarm immediately. Note the alarm icon next to the Tag. This

means that at least one alarm is configured on this Tag.
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Multiple Alarms on a Single Tag

Tags can have multiple alarms configured, each with unique setpoints and other configurations. The
number of alarms that you can configure is virtually unlimited and will never exceed the bounds of
reasonable design consideration. Adding additional alarms is just as easy as adding the first: simply
click on the green plus sign + and start configuring the new alarm. This way separate alarms can
monitor different setpoints, so Tags can have alarms for high and low setpoints.
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Multiple Alarms on a Tag
Watch the video
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Alarms can be copied and pasted with keyboard shortcuts. Select an alarm from the Tag Editor,
press Ctrl-C to copy, and Ctrl-V to paste. Alarms with similar configurations can rapidly be

replicated to hasten development.

Alarm Settings

Similar in concept to properties on Vision components, alarm settings, also known as alarm

properties, allow you to modify the behavior of each alarm.

For example, in some situations a Tag may frequently enter and leave an alarm state, but only for a
brief moment. Normally an alarm would be generated each time the alarm condition was met, but the
Active Delay attribute will prevent any alarms from being generated until the value on the Tag has
stayed in an alarm state for a set period of time.
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Descriptions of each attribute can be found on the Tag Properties page.

Bindings

Many alarm properties are bind-able, which means they can be bound to other Tags in the system, or
expressions. For example, you might bind the enabled property to another Tag which represents
whether or not your process is running, thereby disabling the alarm when production is stopped. Or,
you might bind the setpoint of an alarm to a Tag that operators can manipulate, thereby letting the
setpoint be changed at runtime.

To bind an alarm property, simply click on the binding icon L , and the binding Ul will slide in from the
right. From here you can select the binding type (No Binding, Tag, Expression, or UDT Parameter, if
applicable). Note that the expression can reference many useful values such as the Tag's value and
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other settings of the alarm. When you've configured the binding to your liking, click on the "Back" link
at the top of the screen.
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Associated Data

Alarms can be configured with custom data, known as Associated Data. These values can be static,
driven by another tag, or evaluated with an expression. Associated Data can be viewed in real-time,
and is recorded in the Alarm Journal system.

Modes and Setpoints

Each alarm is configured with one of many Modes, and usually one or more Setpoints. Modes
determine the method in which alarm activity is evaluated, while Setpoints are the thresholds or limits
that determine when a Tag is within the alarm state. Both properties work in together to determine

when alarms become active, as well as cleared.

For example, when Mode is set to Below Setpoint, the Setpoint attribute is compared to the Tag's
value. If the Tag value is less than the Setpoint value, the alarm becomes active. Once the value of
the Tag is greater than the Setpoint value, the alarm will transition to a cleared state.
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Alarming on Individual Bits

Additionally, alarms can become active by bit state. A common practice for PLC programming is to
store alarm conditions as series of bits inside the PLC and expose them to the world as an integer
value. Each bit is essentially a binary value. A series of 8 bits, for example, could be represented as
an 8-bit integer. This integer value can be monitored by Ignition's OPC-UA server as an integer value
as a Tag. This Tag can then have as many alarms as the integer has bits by monitoring the integer's
bit state. Using the Bit Position Mode, multiple alarms in Ignition can be configured to monitor the

state of each bit.

The following table shows binary and decimal equivalents:

Binary Decimal

10001110 142

In this case the Tag would be an integer with a value of 142. This Tag would have eight alarms. Each

one of these alarms become active in accordance with its Boolean value.

To Create the Alarms on an Integer Tag Value

1. Edit the Tag that has an integer value.

2. Create an alarm by selecting the Alarming tab and clicking the green plus sign + to add an

alarm.
3. Complete the appropriate properties, for example, enter the Name of the alarm.
4. From the Mode section drop-down, select Bit State and enter a value for the Bit Position.

5. Repeat the same process for the remainder of the bits.

Alarms in Transaction Groups

Alarms can also be added to OPC items in Transaction Groups. This means alarms can be used

without ever creating a Tag in Ignition. Simply edit an OPC item, and an Alarming section will appear



on the side of the Edit Group Tag window. From here, adding an alarm to the item is similar to adding
an alarm to an Ignition Tag.
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Dynamic Alarm Attributes
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Dynamic Setpoints

You can configure alarms with dynamic setpoints inside of a Tag definition. It is similar to configuring
an alarm, however, configuring an alarm with a dynamic setpoint requires additional Tags to serve as
these setpoints. A good example of this is when an operator changes a high or low setpoint, it also

changes how the alarm is evaluated.

To Configure Dynamic Setpoints on an Alarm

Suppose you want to alarm a tank level if it goes above or below a certain setpoint. Rather than
hardcoding a value in the high and low Setpoint properties, you can bind them to either a Tag in the
system or an Expression to make them dynamic. This example uses a Tag.

1. Double-click on your Tag to edit it. The Tag Editor window is displayed.

2. Select the Alarming tab and the alarm that you want to edit to associate a setpoint with. (This
example uses the High Alarm).

3. Find the Setpoint property, and click on the binding icon next to it. Select a Tag or Expression.
Bind the Setpoint property to a different Tag (we created a Memory Tag called High SP). Click
the Back link in the upper left to submit your changes.
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4. Repeat steps 2 and 3 for the Low Alarm, selecting Low SP for the different Tag.

5. Click OK. Now, the tank alarm will be evaluated based

Tag.

upon the high and low setpoints of each

Dynamic Enabling and Disabling

Enabling Based on Machine State

Allowing a dynamic condition to determine if an alarm is enabled or disabled is possible inside the

alarm's properties; i.e. like whether or not a machine is on. This example uses two Tags; one for the

Alarm, and one to determine the running state of the machine. Two conditions must be true for the

alarm in the example below to become active: the value on the Tag must match the setpoint ("True' in

the example below), and the Enabled property must evaluate to 'True' (driven by the value of the

'Machine On' tag).

1. Select a Tag that has the alarm you want to configure.

2. Access the alarm properties by double-clicking on the Tag, selecting the Alarming tab and the

alarm that you want to associated with this Tag.

3. Find the Enabled property and bind it to a Boolean Tag or an Expression that evaluates a 'true

or 'false' condition. (This example uses a Tag called Machine On).
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4. Click OK. Now, the alarm will only be evaluated based upon the state of the Machine On Tag.

Enabling Based on Time of Day

There are occasions when you only want alarms to be evaluated at certain times of the day. In
Ignition, you can automatically enable and disable alarms for specific times of the day. This is typically
achieved by binding the alarm's Enabled property to a Tag, or Expression. (This example uses an
Expression).

1. From the Tag Browser, select the Tag on which you want to configure the alarm.

2. Double-click on the Tag, and in the Tag Editor window go to the Alarming tab. Click the alarm
you want to place the binding on.

3. Bind the Enabled property to an expression that evaluates a 'true' or 'false' condition based upon
the current time. Click the bind button to the right of the Enabled property, and click on
Expression tab on the top right of the screen, and enter your expression. In the expression
language, there are various functions for dates that can be used. For example, the following

expression would return 'true' if the time is between the hours of 5pm and 12pm, and return 'false'
if it is not.



timeBetween(now(@), "5:00:00 pm", "12:00:00 pm")

4. Click OK. The alarm will only be evaluated when the system clock falls between the specified
time.
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Alarms in UDTs
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Configure Alarm in UDT
Watch the video

Configuring an Alarm on a UDT Member

The great thing about UDTs is that you configure it in one place, inside of the UDT definition, and
every instance of that UDT will automatically inherit that same configuration. The same concept works
for alarms on a UDT. If an alarm is configured inside a UDT, every instance of that UDT will
automatically have that same alarm configuration. Even if a new instance is created, it will

automatically get that same alarm configuration. Let's get started.

To Configure an Alarm on a UDT

1. In your Tag Browser, go to the Data Types folder, and double click on a UDT to edit the
definition. This example uses a Motor UDT.
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2. Select a Tag, and click on the Alarming tab to add an alarm inside the UDT definition. Enter an
Alarm Name, Display Path, Mode, and Setpoint. UDT configurations are set up the same way

as the normal alarm configuration on a tag.
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(D DISPLAY PATH

Since you have multiple instances of a Motor, as in this example, you need to make sure

that the Display Path is unique for every instance, otherwise, every instance of the UDT will

have the same Display Path name, and the operator won't know which alarm to respond

too. There are a couple of ways to address this: you can leave the Display Path blank, in

which case, Ignition will use the full Display Path to the instance of that tag, or you can bind

a property to an expression involving a UDT parameter (i.e., Motor + {MotorNumber} ).
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3. Click OK. Now, all instances of the UDT will have a similar alarm setup, but each alarm will be

unique to that UDT instance.

Dynamic Setpoints in UDTs
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Instead of using a hardcoded setpoint, you can configure alarms with dynamic setpoints inside of a
UDT definition. It is similar to configuring a UDT alarm, however, configuring a UDT alarm with

dynamic setpoint requires additional Tags to serve as these setpoints in all the deployed UDTs.

To Configure Dynamic Setpoints inside a UDT

1. In the Tag Browser, go to your Data Types folder. Click on your UDT to edit the definition. Let's
use the Motor UDT example again.

2. Create a Memory Tag inside the UDT definition to serve as the setpoint, and give it a name (i.e.,
HI SP).
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3. Select the Tag (i.e., AMPS), and the alarm inside the UDT definition (i.e., Hi Amps) that has the
alarm that you want to associate with the UDT.
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4. Bind the Setpoint property to the new UDT Memory Tags (i.e., HI SP).
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5. Click OK. All of the deployed UDTs will now have Memory Tags that serve as the alarm setpoints.
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Alarm Associated Data
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What is Alarm Associated Data

Every alarm in Ignition has alarm properties associated with it as it moves throughout the system, like
active time, clear time, who acknowledged the alarm, time the alarm was acknowledged, priority,
display path, and much more. You can extend the list of alarm properties by adding your own
associated data or custom properties to an alarm you already have configured. Values can either be
static or dynamic. Static properties are great for filtering alarms. Dynamic properties will often be
bound to other Tags or an expression. Regardless of the whether a value is static or dynamic, these
values will be attached to the alarm event as it moves through the system, and the values will be
available from the Alarm Status system, the Alarm Journal system, and the Alarm Notification

system.
It's easy to go back to an existing alarm and add associated data. Let's give it a try!

Creating Associated Data for Both Static and Dynamic
Properties

1. Right-click on your Tag and select Edit tag(s). This example uses an OPC Tag, but any alarm-
capable Tag will suffice.
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2. In the Tag Editor, go to the Alarming tab, select an alarm. The Tag below already has an alarm
named "Tank Alarm', but you can create a new alarm for this example. Click the green plus sign
+ above the alarm properties to add new associated data for the alarm.
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3. Scroll to the bottom of the property list, and you'll see a new associated data property was added.
By default, the new property name is called 'New Data'. Double-click the property name to

rename it to something more meaningful, and press enter to submit your new name. In this




example, make the associated data property a static value. Rename it to 'StaticData' with a value

of 'Machine A'.
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4. Now, let's create another Associated Data property with a dynamic value. Click the green plus

sign + above the alarm properties. Scroll down to the bottom of the property list and rename your

'New Data' property to 'DynamicData’' and bind it to a Tag using the binding icon on the right side

of the window (this example is using the RandomInteger1 tag from our Simulator). Click the

'‘Back’ button in the upper left to submit the Tag selection.
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5. Click OK. Now, when the alarm goes active, Ignition will store the values of the associated data
with the alarm. You can view the details of the alarm in the Alarm Status Component along with
the new associated data properties. To view the Details of the alarm, check the box of the alarm

you want to see, and click on the magnifying glass at the bottom of the window.



[m] Active Time MHame Ack Time Ack'ed By Current State Priority
[l 10/31/16 8:32 AM Low Alarm Active, Unacknowledged Critical =
[ 11/316 8:29 AM High Alarm Active, Unacknowledged Critical
L1 111316 11:23 AM Fault Active, Unacknowledged Critical
N 10/31/16 8:32 AM Low Alarm Active, Unacknowledged High
N 11316 12:29 PM Tank Alarm Active, Unacknowledged High
R 11/3/16 12:29 PM Lowe Alarm 1 Active, Unacknowledged High
Ol K Mediurm
| Mediurm
L Details M ediurm
e T e T ITE
setpointa 12 EJ
Event vValue il
voip.customMessage At {eventTimelhh:mm:ss), alarm named {name} hecame {eve...
activePipeling Basic Email
[DynamicData 12 |
narne Tank Alarm
CustormEmailSubject Tank Alarm
Event Time 11306 1230 P =
|StaticData Waching A
priority High -]
I Acknowwledoge H Shele l ‘ Bq @

Alarm Grouping

Grouping alarms in Ignition is an important concept. Instead of seeing every alarm in a single view,

often times, you may want to view alarms for a particular area of your plant, or for a specific set of

alarms.

There are a several ways to group alarms. One way is to use a folder structure which requires you to

organize your Tags into a hierarchy. Another way is to use the Display Path field in the alarm

configuration. The third way, and the most recommended way, is to use associated data. It's a

common design practice to associate alarm groupings on the associated data of the alarm.
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Alarm Grouping
Watch the video

Creating an Alarm Grouping

1. Use an existing alarm that you already have configured. If you don't have one, create a new

alarm.
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2. Right-click on your Tag and select Edit tag(s). (This example uses the WriteableFloat1 Tag). In
the Tag Editor, go to the Alarming tab, select an alarm (i.e, High Alarm), and click the green plus

sign + above the alarm properties to add new associated data for the alarm.

3. Scroll to the bottom of the property list, and you'll see a new associated data property was added.
In this example, make the associated data property a static value, and rename 'New Data' to
'Group' with a value of 'Group A'. The associated data will have a static value that describes the
Group.

=l Associated Data
Eroup Group A

4. Click OK. The alarm will now always have the **Group*8' designation associated with it. This can

be used for filtering or part of your alarm pipeline notifications.

5. Before you can use the Alarm Journal to filter on your new associated data property, edit the
'filterAlarm' Extension Function to include your new associated data property.

Select the Alarm Journal component, scroll down and right click on Scripting. Under
Extension Functions, click on filterAlarm. Click on the Enabled checkbox to enable the script.
Next, edit the script to add your new associated property and property value. Refer to the new

code below to add to the filterAlarm script

filterAlarm Scripting Function

group = alarmEvent.get("Group")

1f group == "Group A":
return
return
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6. Now, you're good to go! Open the Alarm Journal Component and filter on your associated data.
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Alarm Event Properties
Reference

Alarm Event properties provide a lot of information regarding an alarm event and fall into several
categories:

o General Alarm properties
e Event Alarm properties

¢ Runtime Event properties

General Alarm properties are automatically configured with default settings when the module is first
installed. Event Alarm properties are properties that occur when an event happens. Runtime Event

Properties are properties that are only present while the alarm event is in memory.

Alarm Event properties are described below. If you are looking for information on the properties
associated with configuring an alarm, please see the Tag Properties page.

General Alarm Properties

General alarm properties are configured during initial setup.

1. Go to the Configure section of the Gateway webpage, and choose Alarming > General from the

menu on the left. The General Alarms Settings page will appear.

2. Set the general alarm properties shown in the following table:
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Alarm Evaluation

Property

Live Event Limit

Event Suppression

Property

Continuous Event
Detection Window

(min)

Notify Initial Events

Description

Default is 5. The number of "live" events (active or unacknowledged) that
can exist for a single alarm at a given time. When surpassed, older events
will be acknowledged automatically by the system. This means as an alarm
cycles on and off, Ignition will keep track of the last 5 times the alarm event
happened until the user acknowledges them. This does not store history for
those events.

Description

Default is 10. The amount of time to store events before shutdown to
prevent new duplicate events from being created on startup. This
setting prevents unacknowledged active events from being generated
due to reboot. If set to 0, will not be used.

Default is false. If false, active alarms caused by the "initial state" (that
is, the first value checked after being created, or after the enabled state
changes) won't be sent to the notification system. This means if you
add an alarm to a Tag, a notification won't be immediately sent when
the new state is created.

Alarm Tag Properties

All alarm states have a list of properties that you can edit or bind when creating or editing a Tag.

These are useful to know when using the system.tag.addTag() and system.tag.editTag() functions.

To see the list of alarm properties that can be configured on a Tag, see the Tag Properties page.

Alarm Event Properties

An alarm event is made up of many pieces of information. The state, the value, the time, all of the

configuration data for the alarm, and more are collectively known as the properties of the event. A

"property" is generally a name, potentially along with a default value. There are many properties that

an alarm may have, and if the property isn't present, the default value is usually assumed.
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This is different than the alarm properties used during initial setup, these are the properties available
when an alarm event occurs (active, clear, acknowledged).

How Properties are Used

Properties are used in a number of ways:

e Define how an alarm behaves.
o Are referenced in messages, such as the body of an Email. or SMS message.

» Are referenced in Expressions, such as in the binding of a different property, or in an Expression
block.

+ Are created and used in pipelines as temporary variables, such as to make a counter.

¢ Various other places.

While properties are always accessed the same (for example by using the {propertyName} syntax in
a message or Expression, or the getProperty() Expression function), there are some subtle
variations on where the property value comes from, and what its lifecycle will be. To understand this
better, consider that an Alarm Event has the following structure:

Alarm Event
Active Event Properties
Clear Event Properties
Acknowledged Event Properties

Runtime Properties

The Active Event, Clear Event, and Acknowledge Event properties get created when the described
type of event occurs. Consequently, it's possible for the same property to exist multiple times in an
Alarm Event. For example, a bound configuration property or associated data is captured on both the
active and clear events. When you reference a property, the alarm event will provide you with the
most recent value. So, if you have a bound property called "MyData", and you reference it when the
alarm is active, you may get a different result than when the reference is executed later and the alarm
has cleared. The individual values are stored separately in the Alarm Journal, however.



Alarm Event Properties

Event Properties

Name

Enabled

Priority

Display Path

Active Pipeline

Clear Pipeline

Binding/Scripting
Name

name

enabled

priority

displayPath

activePipeline

clearPipeline

Description

The name of the Alarm

Specifies whether or not this alarm
is evaluated by the system. Set to
False to turn off the alarm state and
all associated actions.

The priority (or severity) of the

alarm. Used for sorting/filtering.

Numerical values are associated

with each priority to make

comparison easier. This property

can also be referenced as a string

with the following priority names.
o Diagnostic (0)

Low (1)

Medium (2)

High (3)

Critical (4)

The unique path of the Alarm state.
Used for display and browsing
purposes.

The pipeline (if any) that will be
used to process active events
generated by the alarm.

The pipeline (if any) that will be
used to clear events generated by
the alarm. Used when the alarm
goes into the Clear State.

Datatype

String

Boolean

Integer or
String

String

String

String



Binding/Scriptin
Event Properties = A

Name
Active Delay timeOnDelaySeconds
Clear Delay timeOffDelaySeconds
Notes notes

Alarm Runtime Properties

Description

The amount of consecutive seconds
that the alarm state must be True
before the Tag enters this alarm
state.

The amount of consecutive seconds
that the alarm state must be False

before the Tag exits this alarm state.

Free-form notes for the alarm state.

Datatype

Double

Double

String

As described in the previous section, Runtime Properties are different in that they only exist while the

alarm event is in memory (still "live", that is, not cleared, or not acknowledged). They do not get stored

in the Alarm Journal by default. In addition to properties created through the Set Property Block,

the system also has a number of defined Runtime Properties that it may use for various purposes.

Though these are used internally, they are technically still regular properties, and can be accessed

and modified through the normal means.



Runtime Property

IsInitialEvent

SystemAck

ShelfExpiration

IsShelved

EventCanceled

Eventld

Source or Source Path

DisplayPathOrSource

State

EventState

Description

Set to "true" when the event is caused by the initial state of

the alarm.

Set to "true" when the alarm has been acknowledged by the
system, due to an overflow of the "live event queue". Live
events are alarm events that are active or not
acknowledged, and are limited for each alarm by the

general alarm settings.

When the shelf will expire for this event.

Is the alarm currently shelved?

If set, the event will drop out as soon as possible from the
pipelines.

The unique id (uuid) of this alarm event. Each event gets a
completely unique id.

The qualified path to the item that generated this event.
Includes the Tag Provider, Tag Path, and the name of the
alarm. Example:

prov:tagProviderName:/tag:folder/tagName:/alm:alarmName

Gets the display path if defined, otherwise, returns the

source.

The current overall state of the alarm. States include:
o Clear and Unacked (0)

e Clear and Acked (1)
¢ Active and Unacked (2)
¢ Active and Acked (3)

The transitional state that caused the current event. States
include:

e Active (0)

e Clear (1)

Datatype

Boolean

Boolean

Integer

Boolean

Boolean

String

String

String

Integer

Integer



Runtime Property Description Datatype

e Acknowledged (2)

EventValue The value associated with the current event. Integer
AckUser The user who acknowledged this event. String
IsAcked "True" if the event has been acknowledged. Boolean
IsActive "True" if the event is still active. Boolean
IsClear "True" if the event is not still active. Boolean

ActiveTime, ClearTime,

) The timestamp for each event. Date
AckTime

o » How many transitions the event has made inside of the
PipelineTransitionCount o Integer
pipelines.

Associated Data

You can extend alarm properties by creating your own associated data. Associated data properties

can be configured on any alarms that are already configured in a project.

To learn more, refer to Alarm Associated Data.

The AlarmEvent Object

Some system functions, such as system.alarm.queryStatus, return an AlarmEvent object which
contains many methods to retrieve additional information about the individual alarm. This section
details the various methods on an AlarmEvent Object.

Note, many of the functions below return some complex object, as opposed to just a standard Python
datatype. In these cases, normal Python type-casting can be used to turn the object into a native
Python type. For example, getDisplayPath() returns a StringPath object, which can easily be
converted to a Python string with the str() function.
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Function

getDisplayPath

getDisplayPathOrSource

getld

getLastEventState

getName

getNotes

getPriority

getSource

getState

isAcked

isCleared

Description

Returns the Display Path of the alarm.

If the Display Path for the alarm is in an
empty string, then returns the Source Path,

otherwise, returns the Display Path

Returns the UUID of the alarm event.

Returns the last state of the alarm. Possible
return values are Active, Acknowledged,
or Cleared.

The last event is always returned, so if
you're looking to see if an alarm is has been
both Acknowledged and Cleared, use

getState() instead.

Returns the name of the alarm.

Returns the value of the Notes property.
Returns a None-type object if a Note has not
been configured on the Alarm.

Returns an AlarmPriority object representing
the Priority of the alarm. Can easily be
converted to an Integer with .intValue.
Default is String.

Returns the Source path of the alarm.

Returns the current state of the alarm: i.e.,
Active, Unacknowledged

Returns a boolean flag indicating that the

alarm has been Acknowledged.

Returns a boolean flag indicating that the

alarm has been Cleared.

Returned Object

StringPath

Python Unicode

java.util.UuID

AlarmStateTransition

Python Unicode

Python Unicode or
None

AlarmPriority

QualifiedPath

AlarmState

Python Boolean

Python Boolean



Function Description Returned Object

. Returns a boolean flag indicating that the
isShelved Python Boolean
alarm has been Shelved.
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Alarm Status

Alarm Status Table

Once alarms have been configured, most users will want to view the status of alarms from within a
client. Fortunately, alarms can be visualized in several ways.

By far the most popular way to visualize alarm status is with the Alarm Status Table component. This
component immediately displays the status of all alarms in the system from all Tag providers.
However the component can also filter down to specific alarm criteria. For example, the component
can filter by source path which means a single Tag provider, folder in a Tag path, or even UDT
instances can be focused on by the component.

The default look of the component is designed to make active alarms easy to spot, but the pallet can
be customize to fit your company standard.

Display Path Versus Source Path

When displaying alarms on the Alarm Status Table component, it is common to filter on either the
Display Path, or the Source Path.

The Display Path can be customized on each alarm. The default value for an alarm's Display Path is
a Tag path that leads to the name of the alarm. The Integer Tag example above has an alarm named
'‘Alarm’, and is located on a Tag path of 'Alarming Example/Integer Tag', thus the Display path will
resolve to 'Alarming Example/Integer Tag/Alarm'. However, the Display Path can be customized
when configuring the alarm. This is generally utilized to display readable messages as to what the
issue is: i.e., "Tank 105 High Temp Alarm".

The Source Path is also a path to the alarm, but also notes the Tag provider the alarm is located in.
Again using the Tag above, if the name of the Tag provider is 'default’, then the source path would
resolve to 'prov:default:/Tag:Alarming example/integer Tag:/aim:Alarm'. Unlike the Display Path,

the Source Path on an alarm can never be overridden.
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Understanding the functionality of Display Paths and Source Paths allows for much flexibility when
filtering alarms by Tag path.

Display the Status of a Single Alarm
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Each Tag has several Tag properties that track the status of all their alarms. These properties can be
used in Property Bindings to visualize the state of alarms on a specific Tag.

Example

1. In the Designer, create a new Label component on an empty window.

2. Create a memory Tag. In this example, we named the Tag "Integer Tag" and set the datatype to

Integer. The alarm is configured to become active on a value of 1.

3. Once the Tag has been created, click on the '+' icon next to the Tag in the Tag browser.

|Tag Browser o & X |
RABHE - & -v@|H S

Tag Value Data Type =
= Tags

(& Data Types

= ) Alarming Example
F Boolean Tag o | Boolean
[ +-[ Integer Tag o g Int4

] Area A

1 Area B

This will expand the Tag and show all of the Tag properties, including the AlertActive property.
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4. With the Label component selected, drag and drop the AlertActive property from the Tag to the
Visible property on the Text Field component. This will create a binding directly to that Tag

property.
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5. You'll find that the component will appear when an alarm is active, and become hidden once all
alarms on the Tag are cleared.

Alarm Status Tags

Ignition provides a set of System Tags to view information about the Ignition server which includes
four Tags that count the number of alarms in each state. A quick way to see if any alarms are
currently active and get an alarm count is to add a label on the Navigation window. The four system

alarm states are:

Active and Unacknowledged

Active and Acknowledged

Clear and Acknowledged

Clear and Unacknowledged



In the Tag Browser of the Designer (default position in middle-left side of the Designer), scroll down
to the System > Gateway > Alarming folder. You can see all 4 of the system Tags that Ignition
provides. You can also see how many alarms are currently Active and Acked, Active and Unacked,
Clear and Acked, and Clear and Unacked.
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" Active and Unacked 7 Intd
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&) OPC
#- ] Performance
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These system Tags can easily be used to visualize all alarms in the system.
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Alarm Status Table Component
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The Alarm Status Table is a built-in component in Ignition that displays the current status of all
alarms in the system into one view. The Alarm Status Table is highly customizable and can be
configured to show active, unacknowledged, cleared, and acknowledged alarms.

&) NoTE

Additional information on the Alarm Status Table component can be found on the Alarm Status
Table page in the appendix.

Setting up the Alarm Status Table

In the Component Palette in the Designer, under Alarming, drag the Alarm Status Table
component on to your window. You will notice that the table is already configured to show the current
status of all the alarms in your system. By default, the Alarm Status Table shows all the "Active and
Unacknowledged", "Active and Acknowledged", and "Cleared and Unacknowledged" alarms. It also
displays the time the alarm went Active as well as the current State and Priority of the alarm.

Note: You must have alarms set up on your Tags for them to show up in the table.
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4 Mlarm Journal Table

In Preview Mode, right click on the header to show or hide information on the Alarm Status Table. If

you want to show the name of the alarm, you can add 'Name' to the table by checking the box. You

can also reorganize the columns to display how you want the columns to look by dragging the column

header anywhere on the table header.
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Acknowledging and Shelving Alarms

You can click on a individual alarm and use the buttons at the bottom of the table to Acknowledge or

Shelve the selected alarm. You can also use the icons to view the alarm Details, Notes, and History.
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Filter Properties

In the Property Editor, there are a set of filter properties. Using the Source Filter and the Display
Path Filter properties, you can filter out cleared alarms, filter for alarms in a particular Tag folder, and
filter for alarms matching a certain criteria. This example filters for all alarms with 'Machine' in the
Display Path.

Filtering on alarms is discussed in detail in sections, Alarm Status General Filtering and Alarm

Status Filter on Associated Data.
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The Alarm Status Table contains a host of features already built into the component which you can

take advantage of to give you the current status of alarms in your system.
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Alarm Status - General Filtering
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Alarm Status - General
Filtering
Watch the video

Filtering Properties

There are several different filtering properties on the Alarm Status Table component. Once you drag
the Alarm Status Table component on to a window, by default it shows you all the alarms that are
currently 'Active and Unacknowledged,' '‘Active and Acknowledged,' and 'Cleared and

Unacknowledged' with any priority.
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You can filter the alarm list in the table to be a shorter list using the filter properties in the Property
Editor instead of scrolling through every single alarm in your system. In the Property Editor, there is
a group called Filters that you can configure to focus on only those alarms you want to see. You can
filter on Priority, State, Source Path, Display Path, and Tag Provider.
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Filtering on Priority

This example shows how you can filter alarms based on Priority. From the Min Priority field, select
‘Medium’ from the dropdown list. You will then see only the Medium priority and higher alarms

displayed which creates a smaller list of alarms for an operator to view.
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In this next example, select ‘High’ from the dropdown list in the Min Priority field. Now, you will see

all High and Critical priority alarms in the system which gives the operator an even smaller list of

alarms to view.
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Lastly, select ‘Critical’ from the dropdown list. Notice how the alarm list keeps getting shorter by using

the Priority filter.
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Filtering on Alarm State

The second set of filters is based on State. There are 4 states an alarm can be in; Active and
Unacknowledged, Active and Acknowledged, Clear and Unacknowledged, and Clear and

Acknowledged. Each alarm has a different color representing one of the four States.
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Let's make our alarm list smaller by unchecking both the Clear filters. This will eliminate all the Clear
alarms from the Alarm Status Table and only show the Active alarms whether they are Acknowledged
or Unacknowledged.
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If you uncheck Active and Acknowledged, this will only show the alarms in the Alarm Status Table

that are currently Active and are not Acknowledged. A good business practice is to show only the
Active alarms that are either Unacknowledged or Acknowledged. It also reduces the number of alarms

an operator has to scroll through.

Filtering on source Path and Display Path
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Ignition also has the capability to filter alarms based on the Source or Tag Path and the Display Path.



Source Path

The Source is the actual Tag path which means you can also use Tag folders in Ignition to filter for
specific alarms. For example, you may want to filter for all Ramp alarms in the ‘Ramp’ folder. Enter
*Ramp* (using * as a wildcard) to look for all alarms with the Ramp Tag Path. Each of these properties
allow you to restrict the results of the query to one or more paths. Multiple paths may be specified with
a comma. Additionally, these properties all use the asterisk (*) as wildcard character to denote any
number of leading or trailing characters, depending on placement. Some examples using Source
Paths are listed below.

Example Filter Result

Retrieve alarm information from the alarm at pre:

prov:tagProvider:/tag:Inputs/PS_1:/alm:MyAlarm  path:
prov:tagProvider:/tag:Inputs/PS_1:/alm:MyAlarm

Retrieves alarm information from any path that e

PS_1:/alm:MyAlarm. Thus the following paths wc
*PS_1:/alm:MyAlarm .

prov:tagProvider:/tag:Inputs/PS_1:/alm:MyAlarm

prov:tagProvider:/tag:anotherFolder/different_Pa

Retrieves alarm information from any source pat
orov-tagProvider:/tag:PS_* prov:tagProvider:/tag:PS __
' T prov:tagProvider:/tag:PS_1/MyAlarm:/alm:MyAla

prov:tagProvider:/tag:PS_2/MyAlarm:/alm:MyAla

Retrieves any alarm information that has MyAlar
*MyAlarm* 7.
path.

You can see in this example, all the alarms have 'Ramp' in the Source Path.



Display Path
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Essentially, you can do the same thing using the Display Path. In this example, ‘High Alarm’ is the

name that was setup in the Alarm Configuration, and the Display Path is set to the name you want

the operator to see. So for example, the Alarm Status Table shows all the High Alarms.
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So, it's really easy to do some basic filtering using the alarm filter properties on the Alarm Status Table

component.
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Watch the video

Filtering on Associated Data

Another way to filter alarms in the Alarm Status Table is using associated data that was added to an
alarm. You can easily and quickly search, filter, and display on specific alarms based on associated

data configured in an alarm.
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It's a common design practice to associate alarm groupings on associated data of an alarm. In this

example, a ‘WriteableFloat1’ tag was used to configure a ‘High Alarm', and associated data was

added called 'Group' with a static value called ‘Group A'.
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Using a Script to Filter on Associated Data

Let's create a script to filter for all the alarms in the Alarm Status Table that have the associated data

called ‘Group A’. Scripting allows you to use the 'filterAlarm' Extension Function specifically for

filtering on associated data.

1. Right click on the Alarm Status Table component, and scroll down and select Scripting.

2. In the Component Scripting window, under Extension Functions, select filterAlarm'.

3. Click the Enabled checkbox.

4. Enter the code below into the ‘filterAlarm' script. You can filter on anything you want here, but in

this example, we are going to filter on 'Group A'.

Extension Function - filterAlarm for 'Group A'




group = alarmEvent.get("Group")

1f group == "Group A":
return
return

Once your code is entered, it will look like this...

%9 Component Scripting [Alarm Status Table] o | El -
() Event Handlers [+ [Enabled|
+- 5 properyChange

L:] Extension Functions def filterAlarm(self, alarmEvent): -

1

patePooynh 2
3 Called for each event loaded intc the alarm status table. Return false to
i isscknowledgeEnabled 4 hide this event from the table. This code i3 executed in a background
5
[
7
g

i isBheleEnabled thread.
i onDoubleClicked
i onAcknowledge Arguments:
L:] Custarn Methods 3elf: A reference to the component that is inveking this function.
|_+ g alarmEvent: The alarm event itself. Call
10 alarmEvent.get {'propertyMame') to inspect. Common properties: "name',
11 'spurce', 'priority’'.
12
als]
14 group = alarmEvent.get {"Group™)
15 if group == "Group A":
18 return Irus
17
18 return False
(=]
[4] [+
| QK ” Apply H Cancel
N\ &

Click OK.

5. This script only displays alarms matching the associated data for 'Group A'. For every alarm
matching ‘Group A’, it will return “True’ and show the alarm in the Alarm Status Table. If the
associated data does not match ‘Group A’, it will return ‘False’, and the alarm will not show up in
the Alarm Status Table. The example below shows the alarm including all the details about the
alarm.

Note: if you are seeing alarms that do not match your associated data, check your filter settings in
the Property Editor. You may need to uncheck the "Show Clear and Unacked" and "Show Clear

and Acked" settings depending on what you want your operators to see.
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G NoTE

Important: If you have an error in this filtering script, it will return true for every alarm instance
(and show all alarms) instead of displaying many errors to your users. You can find more
information about the error in the Client Console under the Tools Menu.

Scripting gives you the ability to filter on associated data, but also gives you the freedom to filter on
anything that you want.
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Alarm Status - Row Styles
Watch the video

The Alarm Status Table comes with a particular set of colors associated with each of the alarm states.
You can change these colors for each of the states by going to the Alarms Row Styles Customizer that
the Alarm Status Table component provides.

By default, the Active and Unacknowledged alarms are at the very top of the table and are red and
blinking, and Cleared and Unacknowledged alarms are teal and at the bottom of the table, as shown
in the example below.
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Customizing Alarm Row Styles

Current State

Active, Unacknowledged
Active, Unacknowledged
Active, Unacknowledged
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Active, Unacknowledged
Active, Unacknowledged
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Priarity

Critical

E

Critical

Critical

Critical

Critical

High

High
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In the Alarm Row Styles Customizer is where you can modify an existing style, add more styles, or

delete a style. Each style has an expression, a color and if you want it to blink. The expression allows

you to do any evaluation you want using any parts of the alarm: Priority, State, Display Path, Active

Time, Clear Time, and many more.

1. In the Designer, right click on the Alarm Status Table component, go to Customizers > Alarm

Row Styles. The Alarm Row Styles window will appear displaying the default row styles.

Alarm Row Styles is an ordered list and each style has an expression. How it works is, the first

style that returns 'True' for a given alarm is the one that is going to be used, so you want to make

sure the order is the correct order that you want. Click on each of the row styles to view the

expression and row style.



Rowy Styles

{priarity}="Diagnostic’

[ " Alarm Row Styles —— -— [
]
¥
e
®

Expression Standard [ Blink

1l {priority}="Diagnostic’ E‘ Foreground Foreground
>+ © ®

Background Background
s @ @

Fomt Fomnt
E' —

o O M -]
l 8] ]I Cancel l

2. Let's create another state alarm called 'ActiveUnacked' and make it 'Critical'. Set this new
expression to return 'True' or 'False'. You can copy and paste the expression from the
'‘ActiveUnacked' state with a priority =3 (i.e., second style row) to create your new expression.

i. Click on the green plus icon 'i'.

ii. Enter or paste your new expression. Change the priority from '3' to '4".

Active and Unacknowledged Critical alarm expression

{state}="ActiveUnacked' && {priority}>=4

Q TP

Priorities are numbered behind the scenes, but named when you are creating them. 0 =
Diagnostic, 1 = Low, 2 = Medium, 3 = High, and 4 = Critical. This allows you to use
operations like '>=' (greater than or equal) when filtering on priority.



iii. Because this is a critical alarm, you want it to catch the operator’s attention, so it's a good

idea to make the style standout. Make the foreground color 'white' and the background color

'red'. Check the blink box and make the foreground color 'black' and background color

'yellow'.

iv. Style order is important, so if you keep this style at the bottom of the list, the alarm will never

be visible to the operator because the first state to return ‘True’ is ActiveUnacked with a

Priority >= 3. Move ActiveUnacked with a Priority >= 4 to the top of the row styles list, so it

is evaluated before the other styles.

v. Press OK.
i = '
-/ Alarm Row Styles Moved to the top [
Row Styles / %+
{state}="ActivelUnacked" && {priority}>=4 @
. : ar
Expression Standard [+
1 [{state}="RActivelnacked' && [priority]>=4 E' Foreground Foreground
~ © I ©
Background Background
I © > ®
E| Font Font
M ] || |Dialog, Bolg, 12 [+
I (8] l I Cancel l

3. The critical alarms will now blink red and yellow and will definitely catch the operator’s attention.
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sections on Alarm Event Properties Reference.

Current State

Active, Unacknowledged
Active, Unacknowledged
Active, Unacknowledged
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To learn more about states and priorities, including all the alarm configuration properties, refer to the
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Alarm Status - Marquee Mode
Watch the video

The Alarm Status Table can take up a lot of space on your Ignition client window as shown below. If

you want to minimize the size of your Alarm Status Table, and not miss any alarms, you can turn on

the Marquee Mode option.

Command Windows Help

Ignition

User Management

Schedule Management

Roster Management

Tank Details

Alarm Status

7 Active Alarms

Logged In: admin

@ Lock Screen

[] Active Time

] 912116 8:17 AM
[ 9/15/16 12:56 PM

Mame Ack Time Ack'ed By

Fault
High Alarm
Low Alarm 1

admin

Current State

Active, Unacknowledged
Active, Unacknowledged

Unacknowledged

Friarity
Critical
Critical

In many production environments, a small Alarm Status Table is displayed at the very bottom of the

Ignition client window taking up very little space. The problem is when an operator has quite a few

Active alarms, they have to manually scroll through the list of alarms to see them all when the

Marquee Mode property is not enabled. This can be a little tedious for operators.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://inductiveuniversity.com/video/alarm-status-marquee-mode/7.9

= | Active Time Display Path MHarme Current State Priarity

L] 911216 8:17 &AM gensim\WriteahleWrite... Fault Active, Unacknowledged Critical E
[ 912116 8:17 AM WriteablelWTriteablelnte... Alarm Active, Unacknowledged Critical A
[ 91316 4:01 PM Machine D High Alarm Active, Unacknowledged Critical E
L] 9113116 4:01 PM Machine & High Alarm Active, Unacknowledged Critical

N 0/12/16 8:17 AM Alarms/ProdSupittentio...  Alarm Active, Unacknowledged

O E Rarmp i 2 , Unackn

|

O g High Alarm Cleared, Unacknowledged

‘ Acknowledoge || Shelve |IO E] @

To Setup Marquee Mode

The nice feature with Marquee Mode, is it automatically scrolls through all the alarms when there is
not enough vertical space on the client window to show them all at once.

1. Select the Alarm Status Table. In the Property Editor of the Alarm Status Table, there is a
property called Marquee Mode. Set the property to true.

Fropery Editor o & X

HH = o= El R -

t Commaon E

= Behavior
Refresh Rate 2,500 (4
Sort Order State_Priority_Time E @I
Sort Oldest First ] true @
Multi Select ¥ true @
Marguee Mode V] true 57] |
Touchscreen Mode Single-Click E @l -
Scroll Delay 50 ()

2. This client screen shows you a typical Alarm Status Table using the Marquee Mode located at the
bottom of the window. The Alarm Status Table automatically scrolls through all alarms that are
currently visible. Marquee Mode makes it very easy for operators to see what’s going on without
having to manually scroll through the entire list of alarms to identify all the alarms that are Active,
or whatever state they are looking at.
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@ PAY ATTENTION TO FILTERS AND INFORM OPERATORS THAT IT'S A SCROLLING LIST OF ALARMS

When using Marquee mode, it is even more important to pay attention to the filters on the Alarm
Status Table since there is limited room. Make sure your operators know that even though the

Alarm Status Table may be small, when Marquee Mode is enabled that it is a scrolling list.
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Alarm Status -
Acknowledgement
Watch the video

Using Alarm Acknowledgement

One of the most important things an operator is going to do in the client is acknowledge alarms. Alarm
acknowledgement is built-in to the Alarm Status Table component. As soon as the operator selects
and presses the Acknowledge button, the current state of the alarm will change, and the operator's

credentials and the time the alarm was acknowledged will be recorded in the Alarm Status Table.
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If you don't have the Ack'ed By or Ack Time columns in the header of the Alarm Status Table, you can
simply add them in the Designer in Preview Mode as well as in the Client. Right click on the header
bar, and from the dropdown list check Acke'ed and Ack Time, and any other information you want to

display or remove from the table.
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The Alarm Status Table component allows you to select an individual alarm, multiple alarms or use the
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select all checkbox in the header bar. To Acknowledge alarms, check all the alarms you want to

acknowledge, and press the Acknowledged button. In this example, two alarms were checked, and

two alarms were Acknowledged at the same time. The Alarm Status Table will record the time the

alarm was acknowledged and who acknowledged the alarm (currently logged in user).
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If any of the selected alarms require Acknowledgement Notes, a small window is displayed in which

the operator is required to add notes, otherwise, the alarm cannot be acknowledged. If the operator

wants to cancel the Acknowledgement Notes and close the window, use the Expand button & to

close the Acknowledgement Notes window.

Acknowledgement Notes are setup on the alarm's configuration settings. To setup Acknowledgement

Notes, go to your alarm configuration settings and set 'Ack Notes Required' to 'true'. For more

information refer to Configuring Alarms.
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Security for Alarm Acknowledgement

If you want to restrict who can use the Acknowledge button, there is the Show Ack Button in the
Property Editor that can be set to 'False'. By setting the Show Ack Button to 'false’, this hides the

Acknowledge button on the Alarm Status Table.

In order for operators to acknowledge alarms, the correct permission must be assigned. Permissions
can be assigned using the Show Ack Button. Click the Show Ack Button binding icon to open the
property binding window. This example shows how to set permissions to acknowledge alarms for
people in the Operator Role. You can setup permissions for any role, user and user source in your

system.

1. In the Designer, select the Alarm Status Table component, and under Property Binding Type,

select Expression.

2. Click the Function icon and scroll down to Users, and select 'hasRole'. This enters the function

name.

3. Edit the expression to read: hasRole("Operator")



4. Click OK. If you currently have the "Operator" role, you will notice that the Show Ack Button

property is now 'true’, otherwise it will be 'false’.
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Alarm Status - Shelving
Watch the video

Another important feature of the Alarm Status Table is the capability to shelve alarms. Shelving
alarms allows you to temporarily silence an alarm for a fixed period of time. This feature is extremely
handy when an alarm is already active and you want to temporarily suppress the alarm while you're
working on the issue. The Alarm Status Table component will not send any notifications while the
alarm is shelved, and will be temporarily dropped from the Alarm Status list so operators don't get
confused and think it's active. When the shelved time period is up and if the alarm is still active, it will
return into the Alarm Status list.

@ ACTIVE ALARMS MUST BE PRESENT IN THE SYSTEM TO SHELVE AN ALARM

Active alarms must be present in the Alarm Status Table before you can shelve an alarm.

How to Shelve an Alarm

To shelve an alarm, select one alarm or multiple alarms, then press the Shelve button. The Shelving
tab will automatically open so you can set a duration to silence an alarm You can set a duration from
5 minutes to 4 hours in which to shelve selected alarm(s). Select an alarm, choose 30 minutes, and

press Apply. You can test out your shelved alarm in the Designer in Preview Mode.
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To view all the alarms that are currently shelved, go to the bottom right of the Alarm Status Table and

click on the Shelved Alarms icon . A Shelved Alarm tab will open and show all of the shelved
alarms, as well as when the shelved time period expires. To close the Shelved Alarm tab, click either

the Shelved Alarm icon or the Expand button &,

After the amount of time expires on a shelved alarm, it will be evaluated, and if it is still active, it will
automatically return to the Alarm Status list. If the alarm transitions to a cleared state during the time
shelved period (i.e., tank water level is low and when the water level returns to the setpoint), the alarm
will show up as 'Cleared' in the Alarm Status list instead of 'Active’.
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To unshelve an alarm, select the alarm(s) under the Shelved Alarms tab, click the Unshelved link,
and the alarm will return back to the Alarm Status list.
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Custom Shelving Duration

The shelving duration values on the Alarm Status Table component can be customized. By default, the

component has several shelving preset times, but you can add or remove times based on your

requirements. One thing to note with modifying the shelving times, is that there is no option to set a

shelving time indefinitely. Shelving times are meant to be temporary, not long term.

In the Property Editor, there is a property called Shelving Times. This is where you can add, remove,

or change the shelving times for alarms.

1. In the Designer, select the Alarm Status Table component, and click on the DatasetViewer icon

to open the Dataset Viewer.

2. Click the green plus row icon @ to insert a new row. Enter the hour and the unit of time.

3. Press OK. In this example, you can see that 90 minutes was added to the list of shelving times.
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To verify your new time was entered correctly, select the alarm(s) you want to shelve and click the

Shelve button. Choose the shelve time from the dropdown list and press Apply to temporarily silence

your alarm(s). You can see how easy it is to modify your shelved times.
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Alarm Status - Tag History and
Alarm History
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Alarm Status - Tag History

and Alarm History
Watch the video

The Alarm Status Table component has a unique feature built into it that lets you view the actual
trend of a tag's value and an alarm's history for any alarm that is currently active. It shows you exactly
where the alarms occurred, when it was cleared, and when it was acknowledged.

For the trend feature to work, you must have your tag history setup so it’s logging to the Tag
Historian as well as an Alarm Journal Profile configured so that the log history gets logged to a
database. As long as both the Tag Historian and Alarm Journal are configured, you will see the trend
for any given alarm that is currently active or in the Alarm Status Table list.

o R X

RABHE - & -aWy S I
- WriteahleBoolean?2 []  Boole.|=
[+~ '7,; WiriteableDoublel 0 Floatd
[+~ '7,; WiriteableDouble2 1] FlnatEEI
s T wWriteahleFloat! o 0 Floatd
{7 WriteableFloat2 o 106 Floatd
F- S Wiriteablelnteger! o 0 I Intd
s " writeableinteger2 0 Int4]=

In the Alarm Status Table, select any alarm and click on the Trend icon located on the bottom
right of the table. The trend chart shows you the trend of the selected alarm's value over time. You can
look at the last 5 minutes, 30 minutes, 1 hour, 8 hours or up to 24 hours to view the exact history of
that tag's value, as well as all the alarms that occurred over time. The yellow triangles denote when
the alarm was active, the green circles identify when the alarm was cleared, and a vertical black bar
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shows when the alarm was acknowledged. It’s all built into the Alarm Status Table component and you

don’t have to go to a separate window to view an alarm trend or alarm history.
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Using Alarm Status Tags
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Using Alarm Status Tags
Watch the video

Ignition displays four Gateway System Tags that give you the number of alarms that are active and
acknowledged, active and unacknowledged, cleared and acknowledged, and cleared and
unacknowledged. A quick way to see if any alarms are active and to get a active alarm count is to add

a Label component on a navigation window.

Add a Label with Alarm Status

Let's setup an Active Alarm on the Navigation window using a Label component for the Active and

UnAcked tag showing how many alarms are currently active and unacknowledged.

1. In Designer, open your Navigation window, drag in a Label component and place it under the
tab strip.

2. Link the Label component to the Active and Unacked alarm system tag. Right click on the Label
component, and select on Customizers > Custom Properties.

3. Create a new property and name it 'activeAlarms' with an 'Integer' data type.

4. Click OK.


https://www.docs.inductiveautomation.com/docs/8.3/intro
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5. In the Property Editor under Custom Properties, click the binding icon for the 'activeAlarms’

property. The property binding window will open.

6. Next, bind the new custom property 'activeAlarms' to the 'Active and Unacked tag'. In the Tag
Browser, under Binding Types, select the Tag radio button, and choose the System > Gateway
> Alarming > Active and Unacked Tag.

7. Click OK.
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8. Now we need to display the number of alarms on the Label that are active. Select the Label, and

in the Property Editor, click the binding icon @ for Text property.

Under Binding Types, select the Expression radio button and click Link icon & in the upper
right corner of the window. Bind the Text property of the label and combine the expression with
the literal string value 'Active Alarms' as shown below. Click OK twice.

Combine Expression with Literal String Value

Active Alarms"

{Root Container.Label.activeAlarms} +
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9. The last thing to do is setup a style to make the Active Alarms label stand out on the Navigation

10.

11.

window. Let's change the color to something bright and make it blink. Right click on the Label and

select Customizers > Style Customizer.

For the Driving Property, select 'activeAlarm’, and for the Styled Properties, select

Background Color, Foreground Color, Border, and Visible, and click on the green arrow
pointing to the right and add them to the Used Properties list.

Under the Styles section, click on the green plus icon i at the bottom 2 times to add 2 Values.

Click the Expand buttons B to open and customize the style for the Active Alarm Label. Set the

following values for Styles:

Value 0

Background Color: Red
Border: Etched (Raised)
Foreground Color: White
Visible: check the box

Value 1

Click the Animate box. Use the green plus icon to add 2 animation steps. Change the values to:



Step 1 Duration: 1000
Background Color: Red
Border: Etched (Raised)
Foreground Color: White
Visible: check the box

Step 2 Duration: 1000
Background Color: Red
Border: Etched (Raised)
Foreground Color: White
Visible: check the box

Click OK.
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Now, you have a label on the Navigation window that blinks when there is an active alarm and

provides an active alarm count.
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Alarm Notification

Alarm notification is the act of sending a message to a group of people when an alarm becomes
active or cleared. In Ignition, this functionality is enabled by having the Alarm Notification Module
installed which provides alarm pipelines and Email notification. The three methods or Notification
Profile Types of sending alarms is Email, SMS and Voice Notifications.

Configuring Alarm Notification

Alarm Notifications are the culmination of several sub-systems in Ignition. Before alarms can send out

any notifications, the following items must be configured:

¢ Notification Profile
¢ On-Call Roster

* Notification Pipeline

Notification Profile

The Notification Profile determines what type of notification (Email, SMS, or Voice) is sent out, and
contains the necessary information for Ignition to send out the notification. Each alarm notification
type can be configured for both one-way and two-way notifications. Details on each type of
Notification Profile can be found on the Notification Profile Types page.

On-Call Roster

An On-Call Roster is a collection of users that are notified when an alarm occurs. These users can be
taken from multiple User Sources. When an alarm is triggered, it is sent to a designated On-Call
Roster where it evaluates the users schedules, and only notifies those users that have an active
schedule. Users that are off-schedule will not be notified. More Information can be found on the User,
Schedule, and Roster Management page.


https://www.docs.inductiveautomation.com/docs/8.3/intro
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Notification Pipelines

Notification Pipelines define the logic of what should happen between an alarm becoming active (or
clear), and people being notified. Pipelines are configured in the Designer, but you'll need to configure
at least one alarm notification profile and at least one roster in the Gateway before you can configure

a valid pipeline.

More Details on configuring Pipelines can be found on the Alarm Notification Pipelines page.

Before assigning Pipelines to alarms, the notification system can inject test alarms to help
troubleshoot any problems. A notification will be sent out to any On-Call Rosters in the selected
pipeline, so it is recommended to either enable test mode on any Notification blocks, or create a

testing-only roster.
To test alarms, follow these simple steps:

1. Go to the Gateway webpage and select the Configure section.

2. From the menu on the left, select Alarming > Notification. The Alarm Notification Profiles page
will open.

3. Simply click the Test Pipelines and Notification Profiles... link. The link will navigate you to a

testing page.

Controller USER MANUAL SUPPORT

Zadmin  Sign Out

Y4 e

search.. License Incomplete @ o:ce:e0 Resetiral

Ignitio

# HOME du STATUS 2 CONFIGURE

Backup/Restore Alarm Notification Profiles
Licensing
Modules
Projects
Redundancy
Gateway Settings Name Description Enabled Type Status

v Successfully deleted Alarm Notification Profile " Ignition-ubuntu_EMail "

Email true Email Notification Running

aelere

Gateway Network

Email Settings SMS true SMS5 Notification Running I,

Auditing = Create new Alarm Notification Profile...

Users, Roles

Service Security

|-> Test Pipelines and Notification Profiles... I

4. Select your configured Pipeline, and click the Submit button.



Pipeline/Notification Test Page

iy
¥ Use this page to inject a fake alarm event into a pipeline to test out your pipeline and notification profile settings.

Plpeline % Display Path % Prlorlty *

Escalate v TestPage/TEST_ALARM Diagnostic

5. Once the system has been tested successfully, the last step is to assign a pipeline to your alarms.
This can be done by editing your Tags in the Designer. Go to your Tag Browser and double
click on your tag. The Tag Editor will open, and click on Alarming. Select an alarm and go to the
Notification section, and choose a pipeline (i.e., Escalate) to assign to your alarm. Click OK.
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Now, when an alarm occurs, an alarm notification will be sent to the users in the On-Call Roster

whose schedule is active.
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Notification Profile Types

Once you have alarms configured in Ignition, you can notify people when alarms occur. Ignition
provides three Notification Profile Types: Email, SMS or text message, and Voice through a phone
call in Ignition. All three of these notification profiles can be configured to be two-way which can be
acknowledged via email, or by text message, or by pressing 1 on the phone. Here is a brief
description of each Notification Profile Type:

« Email Notification Profile - simply sends an email containing the alarm notification message.
The two-way sends an email containing links that allow the user to acknowledge the alarm.

+ SMS Notification Profile - sends a text message to users notifying them of an alarm, and a link
to acknowledge the alarm.

» Voice Notification Profile - delivers alarm notifications to users via telephone. Acknowledgement

is provided as a voice instruction as part of the call.

Details on how to create and configure each of these profiles are found on the following sub-pages.

Module Requirements

Each Notification Profile requires the Alarm Notification Module. This is because Notification
Pipelines are managed and defined by the Alarm Notification Module. The SMS Notification Module
and Voice Notification Module are similar in concept to browser plug-ins in that they extend the
functionality of another piece of software. The SMS Notification and Voice Notification are both
separate modules, and can be downloaded from the Ignition Downloads webpage. To learn more
about installing these modules, refer to Installing or Upgrading a Module.

Additional Requirements

Each Alarm Notification Profile needs a method to deliver the message. These methods are not
included with the Alarm Notification Module, and some may require additional hardware to be

purchased.

+ Email Notification - The Gateway will need network access to an SMTP server.


https://www.docs.inductiveautomation.com/docs/8.3/intro
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o SMS Notification - A cellular modem with an active SIM card. Alternatively, a Twilio account may
be used instead of the physical cellular modem.

» Voice Notification - Any SIP compatible phone system.
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Email Notification Profile
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Email Notification Profile
Watch the video

Alarm notification is the act of sending an email message to a group of people when an alarm
becomes active or cleared. In Ignition, this functionality is enabled by having the Alarm Notification
Module installed which provides alarm pipelines and email notification.

Once you have your Email Notification Profile created in Ignition, you can notify people when alarms
occur via Email. If the two-way setting is enabled, operators can also acknowledge the alarm by
clicking the link in the body of the email.

Let's get started setting up an Email Notification Profile.

1. Go to the Configure section of the Gateway webpage.

2. Select Alarming > Notification from the menu on the left side. The Alarm Notification Profiles
page will be displayed.

Legacy Notification

Legacy Storage
General
Journal

¢ MNotification
On-Call Rosters
Schedules

3. Click on the Create new Alarm Notification Profile link.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://inductiveuniversity.com/video/email-notification-profile/7.9

Alarm Notification Profiles

Name Description Enabled Type Status
Email true Email Motification Running delete m
SMS true SMS Notification Running delete m

=+ Create new Alarm Notification Profile...

=+ Test Pipelines and Motification Profiles...

4. A list of available alarm notification profiles appear. If any of the profiles are not displayed, it
means the required module is missing, or faulted. (To verify that the Alarm Notification Module is
installed and running, click on Modules from the menu bar on the left side). Choose Email

Notification, and click Next.

Add Alarm Notification Profile Step 1: Choose Type

= Email Notification

Send alarm notifications via email.

) Remote Gateway Motification

Enables alarm notification using notification profiles of a remote gateway. Will also expose the pipelines of the
remote gateway directly to tags.

) SMS Notification

Send alarm notifications via SMS using your Airlink Raven XE.

L WOIP Voice Notification

Telephone notification using VOIF, compatible with most SIP based telephony systems.

5. Configure the settings for the Email Notification Profile, and then click Create New Alarm
Notification Profile.
o Enter a Name: Email 1

o Click the Enabled box to enable Email notifications.

o Enter the Hostname. This is the hostname of the SMTP server that will be responsible for

sending the emails.
o Enter the Port. The default is Port 25, but your mail server may be different.
o Enable SSL/TLS if you are using encryption.

o Enter your Username and Password if they are required.



o Click the Two-way Enable box if you want to make your Email Notification Profile two-way
so that the operator can acknowledge the email. There is a link to acknowledge the alarm in

the email.

G NoOTE

You must have a connection back to the Ignition Gateway. So, if you are working from home
and not on a VPN, you will either have to get on a VPN or expose your Ignition server on the

internet. You can do this with port forwarding, talk to your IT department about it.

o Auditing: You have the option of attaching emails to an Audit profile so that Ignition can
store all the events associated with the Email Notification Profile. (l.e., who is receiving alarm

and who is acknowledging an alarm).



New Alarm Notification Profile

Name Email 1
Description

L
Enabled D

[default: true)

Email Settings

[ 1 selected, this notification profile will use one of the gateway defined SMTP profiles. Otherwise, it will use the settings
Use SMTP Profile? defined here.

[default: false)
SMTP Profile Tnenes ’

If Use SMTP Profile is selected, alarm notifications will be emailed using this profile,
Hostname mail@inductiveautomation.com

Hostname of the SMTP server to send email through. Only used when Use SMTP Profile is false,

25

Port o . )

Port SMTP service is running on. Only used when Use SMTP Profile is false.

(default: 25)

D . .
Enable SSL/TLS : Connect using S5L/TLS. Only used when Use SMTP Profile is false.

[default: false)

user@inductiveautomation.com

Username

Only used when Use SMTP Profile is false.
Password Rttt
Password o

Re-type password for verification.




Two-way Settings

T Enabled .
wo-way tna [default: false)
o localhost 8088
Address and port this gateway is reachable at. Will be used in notification emails. Example: 1.2.3.4:2088

]

(default: falze)

Send HTTPS Link

Auditing

-none - v

Audit Profile
et If an audit profile is selected, events such as emails and acknowledgements will be stored to the audit system. Note that alarm

acknowledgements are also stored to the alarm journal.

Create New Alarm Notification Profile

6. Once you create your Email Notification Profile, it will appear in the Alarm Notification Profiles list,

[l Show advanced properties

and it will be running. You can edit the profile at any time to change any of the settings, and

create as many Email Notification Profiles as you need.

Alarm Notification Profiles

v Successfully created new Alarm Notification Profile "Email 1"

Name Description Enabled Type Status

Email true Email Notification Running delete m
Email 1 true Email Notification Running delete m
SMS5 true SM5 Notification Running deleta m

Q e

Once your Notification profile is created, you can use it in an Alarm Pipeline.




Email Notification Profile Settings

Email Settings

These settings specify the SMTP server that should deliver the emails. Multiple Ignition Gateways
may be configured to use the same SMTP server.

Property Name Description

If selected, this notification profile will use one of the Gateway-defined

SMTP profiles, Otherwise, it will use the settings defined here.

Use SMTP . .
Brofile? The setting should NOT be enabled unless an SMTP Profile has been
rofile”
configured elsewhere on the Gateway. Enabling this property causes the
profile to ignore the Hostname and Port properties listed below.
. If the Use SMTP Profile property is enabled, alarm notifications will be
SMTP Profile
emailed using this profile.
Hostname of the SMTP server to send email through.
Hostname ,
Only used when Use SMTP Profile is false.
Port Port SMTP service is running on.
0
Only used when Use SMTP Profile is false.
Connect Using SSL/TLS.
Enable SSL/TLS o
Only used when Use SMTP Profile is false.
The username Ignition should use when communicating with the SMTP
Username server. This is only required if the SMTP server expects authentication.
Only used when Use SMTP Profile is false.
5 g The password Ignition will use to authenticate against the SMTP server.
asswor
This is only required if the SMTP server expects authentication.
Two Way Settings

These settings allow users to acknowledge alarms directly from the Email Notification. When enabled,

a link is included in the email that will redirect to a page on the Gateway.



Property Name Description

Enables remote alarm acknowledgement. If disabled, users will not be able

Two-way Enabled )
to acknowledge alarms from the email.

- Network address and port the Gateway is reachable at. Will be used in
atewa
y notification emails.

Send HTTPS Link Specifies if the link should use an HTTPS link for SSL.

POP3 Two-way Settings

New in 7.9.1 These settings allows Notifications to be acknowledged from when retrieved from a

POP3 mailserver. Multiple Ignition Gateways may be configured to use the same POP3 server.



Property Name

Pop3 Two-way
Enabled

Enable SSL/TLS

Delete On
Acknowledge

Hostname

Port

Username

Password

Custom Message

Polling Interval

Auditing

Property Name

Audit Profile

Description

Enable two-way notification via POP3.

Enables SSL/TLS between the Gateway and the mailserver.

If enabled, will delete messages from the inbox after acknowledging an

alarm.

The hostname of the mailserver.

The port the mailserver is running on.

The username the Gateway will use when authenticating against the

mailserver.

The password the Gateway will use when authenticating against the
mailserver.

Allows an opportunity to provide an additional message to the notification.
This custom message is in addition to the Custom Messages configured
on the Alarm and the Notification Blocks in the Alarm Pipeline.

The interval (in milliseconds) that the Gateway will check for new

notifications.

Description

If an audit profile is selected, events such as emails and
acknowledgements will be stored to the audit system. Note that alarm

acknowledgements are also stored to the alarm journal.



Advanced

Property Name

SMTP Timeout

Debug Mode
Enabled

STARTTLS
Enabled

Description

Timeout (in milliseconds) to use when connecting to, reading from, and

writing to the SMTP server.

Enable email session debugging. Information is printed to standard output

(wrapper.log).

Enable use of the STARTTLS command, allowing the connection to be
upgraded to an SSL or TLS connection if supported by the server. This is
not necessary for connections that are already SSL/TLS. Ignored when
Use SMTP Profile is checked.



This is documentation for Ignition 7.9, which is no longer actively maintained.

For documentation on the latest stable release, see the latest version (8.3).

Simple One-way Email
Notification Profile

New in 7.9.2
The Simple One-way Email Notification Profile is another type of Email Notification Profile that can be
setup to notify people when alarms occur. This One-way Email Notification Profile is just as the name
suggests, one way! It listens for active alarms within a given priority range, and when the alarm criteria
is met, it sends alarm notifications via email to a specified On-Call Roster.

Although it's similar to the Email Notification Profile, it does not utilize Alarm Pipelines and does not
include a link in the Email message to allow recipients to acknowledge the alarm.

G NoTE

The Simple One-way Email Notification requires the Alarm Notification Module to be installed.

Simple One-way Email Notification Profile
Properties

Main
Property Name Description
Name Name of the profile.
Description Brief description of the profile. Optional.

Enabled Whether the Simple One-way Email Notification is enabled.


https://www.docs.inductiveautomation.com/docs/8.3/intro

Email Settings

Property Name Description
SMTP Profile The SMTP Profile that will be used to distribute the notifications.

The Roster of users that will be notified when an alarm meets the criteria
On-Call Roster S .
set in this profile.

Alarm Criteria

Property Name Description

For a Notification to be sent from this Notification Profile, its priority must be
Minimum Priority equal to or higher than the priority specified on this property. (Diagnostic,
Low, Medium, High, Critical)

For a Notification to be sent from this Notification Profile, its priority must be
Maximum Priority equal to or lower than the priority specified on this property. (Diagnostic,
Low, Medium, High, Critical)

1. Go to the Configure section of the Gateway webpage.

2. Under Alarming, select Notification from the menu on the left side.

Legacy Notification

Legacy Storage
General

Journal

- Notification
On-Call Rosters
Schedules

3. Alist of Alarm Notification Profiles will appear. Click on the Create new Alarm notification

Profile link at the bottom of the page.
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Alarm Notification Profiles

HName Description Enabled Type Status

Email true Email Notification Running delete m
Email 1 true Email Notification Running delete m
SMS true SMS Notification Running delete m

= Create new Alarm Notification Profile...

-+ Test Pipelines and Notification Profiles...

4. Alist of all the alarm notification profile types will appear. Choose Simple One-way Email

Notification, and click Next.
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If any of the profiles are not shown, it means the required module is missing or faulted. To verify
the Alarm Notification Module is installed and running, click on Modules from the menu bar on
the left.

Add Alarm Notification Profile Step 1: Choose Type

' Email Notification

Send alarm notifications via email.

' Remote Gateway Notification

Enables alarm notification using notification profiles of a remote gateway. Will also expose the pipelines of the remote gateway directly to tags.

® Simple One-way Email Notification

Send alarm notifications via email to users in a user source. Listens for active alarms within a given priority range.

' SMS5 Notification

Send alarm notifications via SMS using your Airlink device.

5. Configure the profile settings for the Simpl One-way email Notification Profile, and then click
Create New Alarm Notification Profile.
o Name: OneWay Email
o SMTP: SMTP (Please see the Email Settings page for more information on creating an

SMTP profile.)

o On-call Roster: Manager (For more information, please see the On-Call Rosters page.)
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o Minimum Priority: High

o Maximum Priority: Critical

This notification profile example below is configured to send email notifications to the users in the
Managers On-Call Roster when the alarm criteria is High or Critical.

New Alarm Notification Profile

Name I OneWay Email I
Description
Enabled ‘

“ (default: true)

Email Settings

SMTP Profile [ swre - |

On-Call Roster Managers v

Alarm Criteria

Minimum Priority | Hign " |
(default: Low)

Maximum | critical " |

e (default: Critical)

Create New Alarm Notification Profile

6. Once created, the Simple One-way Email Notification Profile will appear in your Alarm Notification
Profiles list, and it will be running. You can edit the profile to change the On-Call Roster and/or
alarm criteria at any time. You can create as many Simple One-way Email Notification Profiles as

you need.



Alarm Notification Profiles

v Successfully updated Alarm Notification Profile "Email 1"

Name Description  Enabled Type Status

Email true Email Notification Running detete. E
Email 1 true Email Notification Running delete B
OneWay Email true Simple One-way Email Notification Running detete. EE
SMS true SMS Notification Running detete. E

Using the Simple One-way Email Notification
Profile

Once you have the notification profile setup, that's it! There is no other setup required, as this
notification profile type can't be used in an alarm pipeline. Instead, any alarms that fall within the set
priority range will automatically be sent out to the roster listed in the notification profile. It is important
to be aware that there is no way to filter what alarms get sent using this notification profile other than
the priority, so if alarms are sent to the same roster through an alarm pipeline, users may see
duplicate alarms.



This is documentation for Ignition 7.9, which is no longer actively maintained.

For documentation on the latest stable release, see the latest version (8.3).

SMS Notification Profile
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SMS Notification Profile
Watch the video

SMS Notification Module

The SMS Notification Module allows you to deliver SMS alarm notifications via a cellular modem
configured with a SIM card belonging to an active cellular account. If enabled, recipients of these
messages can reply with a special code in order to acknowledge the alarm.
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The SMS module is dependent on the Alarm Notification Module. You must have both modules
installed to send alarms.

Device Configuration

Inductive Automation officially supports three Airlink Devices: the RV50, the Raven XE, and the
LS300. Most devices from most manufacturers can be used, but some configuration settings might be
different. You can do the basic configuration for the Airlink modem by importing a template settings file

provided by Inductive Automation.

Knowledge
Base

KBA: Airlink LS300

AirLink LS300 Setup Guide
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Link to Knowledge Base Article

Click for more information about The AirLink® LS300.

Knowledge
Base

KBA: Airlink RV50

AirLink RV50 Setup Guide
Link to Knowledge Base Article

Click for more information about The AirLink® RV50.

Multiple Systems with One Modem

You can use one SMS modem with multiple Ignition systems for one-way (outgoing) messaging. If you
want to use two-way messaging (incoming and outgoing), then only one Ignition system can receive
those incoming responses.

Create an SMS Notification Profile

1. Go to the Configure section of the Gateway.

2. Choose Alarming > Notification from the menu on the left to open the Alarm Notification
Profiles page.

3. Find the blue arrow and click on Create new Alarm Notification Profile.

4. Select the SMS Notification profile type and click Next.


https://support.inductiveautomation.com/hc/en-us/articles/360047170772-AirLink-LS300-Setup-Guide
http://www.sierrawireless.com/products-and-solutions/gateway-solutions/ls300/
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https://www.sierrawireless.com/products-and-solutions/routers-gateways/rv50/

Add Alarm Notification Profile Step 1: Choose Type

* Email Notification

Send alarm notifications via email.

' Remote Gateway Notification

Enables alarm notification using notification profiles of a remote gateway. Will also expose the pipelines of the remote gateway directly to tags.

®  SMS Notification

Send alarm notifications via SMS using your Airlink Raven XE.

' WOIP Voice Notification

Telephone notification using VOIP, compatible with most SIP based telephony systems.

5. Set the following settings concerning your device, and then click on Create New Alarm
Notification Profile.

o Name: SMS

o Description: Optional

o Enabled Box: Click to Enable SMS notifications.

o Airlink Host Address: The IP address of the Airlink modem.

o Send Port: The default port is 17341, which is configured in the device.

o Receive Port: The default port is 17342, which is the port used by Ignition when two-way

messaging is enabled. The port must not already be used by the host system, and must not
be blocked by a firewall.

o Two-way Enabled: If enabled, the message recipients will receive a text message notifying
them of an alarm, and a link to acknowledge the alarm. This is communicated to Ignition via
UDP data sent from the modem. Therefore, the Airlink modem must be configured with the IP
address of the system.

o Numeric Only Ack Code: If this is true, the ack code sent with the SMS message will be a
numeric code instead of an alphanumeric code.

o Audit Profile: If an audit profile is selected, events such as SMS messages and

acknowledgements will be stored to the audit system.

Once all the settings are entered, click the Create New Alarm Notification Profile button.



New Alarm Notification Profile

Name SMs
Description

v
Enabled L_J

[default: true)

Airlink Host N0

Address

Send Port 1734
[default: 17,341)

Receive Port 1734
[default: 17,342)

Two-way Enabled [default: falze)

Numeric Only Ack

Code (default: false)

- none - v

Audit Profile
el If an audit profile is selected, events such as SM5 messages and acknowledgements will be stored to the audit system. Note that
alarm acknowledgements are also stored to the alarm journal.

Create New Alarm Notification Profile

6. Once you have the SMS Notification profile set up, you can add phone numbers to your contacts
using the SMS Contact type.

Twilio Module

SMS notifications can also be sent with the Twilio module. This does not require a cellular modem,
but the Gateway must have Internet access, and a Twilio account with SMS capabilities must be
created (www.twilio.com). Once created, the account must be defined in Ignition.
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The Twilio module is dependent on the Alarm Notification module. You must have both modules
installed to send alarms.


https://www.docs.inductiveautomation.com/docs/7.9/getting-started/ignition-modules/additional-modules/twilio-alarm-notification
http://www.twilio.com/

Defining a Twilio Account

1. Go to the Configure section of the Gateway.
. Choose Twilio > Accounts from the menu on the left.

. Click the Create new Twilio Account link.

A WODN

. Provide a Name for the account as well as the Twilio Account Sid, and Twilio Auth Token.
o Both the Account SID and Auth Token can be retrieved from the Account Settings menu in
Twilio.
5. If desired, provide the Public Hostname. This is the hostname or IP address that inbound
requests will be forwarded. If the users should be able to acknowledge alarms by responding to
the SMS messages, then this property should list a publicly reachable hostname or IP address.

6. Click the Create New Twilio Account button.

Once the account has been defined, a Twilio SMS notification profile must also be created.

Creating a Twilio SMS Notification Profile

1. Go to the Configure section of the Gateway.

2. Choose Alarming > Notification from the menu on the left to open the Alarm Notification
Profiles page.

3. Find the blue arrow and click on Create new Alarm Notification Profile.
4. Select the Twilio SMS Notification profile type, and click Next.

5. Provide a name for the profile, and select a Twilio Account from the dropdown.
o Acknowledgement Allowed enables users to respond to notifications directly from the SMS
message; also known as Two-Way notification. If enabled, the Public Hostname property
in the Twilio Account must be configured (see step 5 in "To define a Twilio account" above).

6. Click Create New Alarm Notification Profile.

Q e

Once your Notification profile is created, you can use it in an Alarm Pipeline.
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Voice Notification Profile
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For the Voice Notification Module to work, a compatible Voice Module must also be installed.

The Voice Notification Module adds the ability to deliver alarm notifications to users via telephone,
using most SIP compatible phone system, excluding those requiring Cnonce. Messages are
constructed in text and are delivered through a high quality text-to-speech engine. The engine
supports multiple voices and languages.

Core Features

Deliver voice calls through any SIP compatible phone system. No dedicated hardware

required. Messages generated by high-quality text to speech, and not a canned set of prerecorded
files.

« Supports multiple languages concurrently, based on user preference.
+ Allows users to acknowledge events.
o Supports requiring a personal identification number for additional security.

« Ties into the audit log to audit call events, successful message delivery, and
user acknowledgements.

e Supports message consolidation.
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Voice Notification Configuration

About SIP and VOIP

The Session Initiation Protocol, is a highly popular specification for implementing Voice Over IP
(VOIP) based phone systems. The protocol itself, as the name suggests, is responsible for initiating
communication sessions, and then other protocols such as SDP and RTP are used to actually transfer
voice data. Ignition has these protocols built in, SIP is a peer-to-peer protocol, where one side talks
directly to the other. However, it is possible to have Gateways that repeat and route data between the
two parties. Sometimes phone calls on VOIP networks stay purely in software, but often a Gateway
will transition the call to a traditional phone line.

By leveraging SIP, Ignition can call physical phones, soft phones, be worked into more complex PBX
schemes, while avoiding the high cost of traditional, dedicated voice cards. To get started, though,
you’ll need some sort of SIP Gateway. Asterisk is a popular, open source, system that is used by
thousands of companies worldwide. If you simply want to connect to a phone line, there are several
low cost devices that runs Asterisk.

Gateway Configuration

To get started with voice notification, add a new profile by going to Configure > Alarming >
Notification in the Ignition Gateway. You are only required to specify the host address of the SIP
gateway, though depending on the Gateway, you may be required to enter a username and password.

There are additional settings that dictate how calls are managed, such as timeouts for answering, and
the maximum amount of time that a call can take. Additionally, you can choose to link the notification

profile to an audit profile in order to record important call lifecycle events.

After saving the profile, you should see the status update from “Unknown” to “Registered”, indicating
that the Gateway has successfully registered with the SIP Gateway. If you see an error, verify that the
settings are correct, and that the username and password are correct. The system log console can
also be useful in determining what is wrong.
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If you receive errors indicating that an “invalid parameter” has been used, try setting the local
and public bind interface settings under the advanced options. These should be set to the IP
address of the network card that is being used to communicate with the SIP Gateway. On some
systems, especially Linux hosts, the default empty values result in this error.



Using Skype

If you don’t have an existing VOIP system in place, using a hosted service is the quickest way to get
going with the voice notification module. Skype offers SIP based service through their Skype Connect
product. To get started, you must have a business account, which provides you access to the Skype
Manager. From there, you can create a new Skype Connect channel. For more information, visit

http://manager.skype.com

Once you have created a Skype Connect channel, configuration in the Gateway is similar to that of
any other PBX system. The host will be “sip.skype.com”, and the user name and password will be
those provided by skype during the registration process. Note: while skype allows to you specify how
many “channels” may be used, Ignition currently only supports one channel at a time.

Configuring Messages

The message played to the user during the phone calls is defined in the call script. The script dictates
the overall structure of the call, defining the phrases and options, and the possible responses. The
messages for each alarm are built off of a message template that can reference properties in the
alarm. The script can be edited by selecting “manage scripts” next to the voice notification profile.
Note: Although the link appears next to a particular profile, the scripts are shared across all voice
notification profiles.

The role of each phrase in the script is explained on the settings page. Some parts of the script, such
as the phrase requesting the user’s PIN number, will only be used if certain settings are configured on
the notification block in the pipeline (in this case, the setting to require a PIN). As previously
mentioned, the alarm message (for both active and clear) can reference any property of the alarm.
The default message looks like this:

At {eventTime|hh:mm:ss}, alarm named {name} became {eventState} with a value of

{eventValue}

In this case, the message refers to the alarm name, the eventState and eventValue (note: eventState
is different than state. Event state is just the transition that triggered the alarm, such as “active”,
whereas “state” is the full current state, such as “active, unacknowledged”), and the eventTime. Notice

that the event time is formatted to only use the time, and not include the current date.

Scripts can be created for different languages. When the system attempts to deliver a notification, it
will look to see if the target user has a preferred language. If so, and the language has both a script
defined, and a compatible voice installed, the user will be notified in that language.
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Alarms also allow you to define a custom message, relevant to that particular state. If a custom
message is defined, it will be used instead of the default message in the script.

The Call Lifecycle

A call is initiated when an alarm event enters the notification profile block in a pipeline. When this
occurs, the target users are collected, based on the defined call roster, and the current schedule. Only

users who have phone contact details defined will be selected for phone notification.

The voice system can only call one number at a time, and so it takes the first contact off of the queue
and initiates the call. The user is given up to the “answer timeout” to answer. After picking up, the user
will be asked to enter their pin number, or press any number to continue. The call is not considered
“answered” until this action occurs, so the message will be repeated until the answer timeout expires.
By acting in this way, the system is able to confirm that a human has actually answered, and the call
will then be audited as successful.

Once past the initial challenge, the user will then hear the alarm messages. After each message, they
will be asked to either acknowledge, ignore, or repeat the message. Selecting “acknowledge” will
cause the alarm to be acknowledged in the alarming system, likely causing it to drop out of the alarm
pipeline (dependant on pipeline settings). Ignoring the alarm indicates that the user has heard the

message, but cannot or does not want to acknowledge the alarm.

Once the call has completed, the notification system will check the alarm events against the pipeline
fallout conditions, and move on to the next call. The system will cycle through all alarms and all
contacts (and all phone numbers for each contact) until everyone has been notified, or the pipeline
settings have caused all events to drop out.

Pipeline Configuration

The voice notification system is accessed through the Notification Block in the Designer's

pipeline configuration, like all other notification methods. As with other methods, you select a call
roster, and can optionally turn on consolidation. There are only two options which can be set on the
notification block:



Option Name Description

If selected, the user will be required to enter their personal identification
number in order to hear the message. The user’s PIN number is specified
Require PIN on their profile in the user management system. If false, or if the user does

not have a PIN specified, the user will only be required to press any key to

continue.
Allow If true, the user will be given the opportunity to acknowledge the alarm.
Acknowledgement If false, they will only be able to hear the alarm and continue.

Creating a Voice Notification Profile

1. Go to the Configure section of the Gateway.

2. Select Alarming > Notification from the menu on the left side.

Legacy Notification

Legacy Storage
General
Journal

¢ MNotification
On-Call Rosters
Schedules

3. Click on the Create new Alarm Notification Profile link.

Alarm Notification Profiles

Name Description Enabled Type Status

Email trua Email Motification Running delete m
Email 1 true Email Notification Running delete m
SMS true SMS Notification Running delete m

-+ Create new Alarm Notification Profile...

- Test Pipelines and Motification Profiles...

4. The Add Alarm Notification Profile Step 1 window will appear. Select the VOIP Voice Notification

radio button a click Next.



Add Alarm Notification Profile Step 1: Choose Type

Email Notification

Send alarm notifications via email.

Remote Gateway Notification

Enables alarm notification using notification profiles of a remote gateway. Will also expose the pipelines of the
remote gateway directly to tags.

SM5 Notification

Send alarm notifications via SMS using your Airlink Raven XE.

= YOIP Voice Notification

Telephone notification using VOIP, compatible with most SIP based telephony systems.

5. On the New Alarm Notification Profile page, configure your settings. Enter the Gateway
Address or domain name of your SIP Gateway. You may be required to enter a username and
password. There are also some additional call settings that may need to be setup depending on
how you want to manage your calls, and based on your preference. When completed, click
Create the New Alarm Notification Profile. Your new Voice Notification Profile will be displayed
with a status of Registered with VOIP Host.

Alarm Notification Profiles

Name Description Enabled Type Status

Email true Email Motification Running delete m
Email 1 true Email Notification Running delete ﬂ
SMS true SMS Notification Running delete ﬂ
Voice true VOIP Voice Motification Registered with VOIP Host More m

Q T

Once your Notification profile is created, you can use it in an Alarm Pipeline.
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Remote Gateway Notification
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Remote Alarms
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Overview

The Remote Alarm Provider offers several ways to utilize the alarm notification capabilities of a remote
Ignition Gateway. Alarms can be sent through a central Gateway, with full support for remote
acknowledgement delivery. This means that you can manage your Email, SMS, and Voice equipment

in a central location, and provide those services to a multitude of Gateways.

After configuring a remote provider, the Ignition Gateway will automatically expose the alarm pipelines
configured on the remote system. Tags can then target those pipelines directly, with no further
configuration required. Alternatively, custom pipelines can be created, and can utilize the remote
notification profile through the Notification Block, thus expanding the already significant power of

alarm pipelines to include the notification capabilities of other Gateways.

The Remote Alarm Provider is provided by the Alarm Notification Module, which must be present on
all Gateways involved. However, notification modules, such as SMS and Voice, only need to be
present on the Gateways that are ultimately executing the notification.

@ REMOTE GATEWAY MUST BE ON THE SAME GATEWAY NETWORK

In order to use the alarm notification capabilities of a remote Ignition Gateway, your Gateway and
the Gateway you want to connect to must be connected to the same Gateway network.

Enabling remote alarm notifications is easy. There are just a few steps to follow to establish your
connection to the designated Gateway, expose the pipelines that are part of that Gateway, and to

configure your Tag(s), thus enabling the alarm notification. Let's get started.
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Connecting to a Remote Gateway and Selecting
a Profile

1. Go to the Configure section of the Gateway Webpage, and scroll down and select Alarming >
Notification.

General

Journal

On-Call Rosters
Schedules

2. The Add Alarm Notification Profile Step 1 window will appear. Select Remote Gateway

Notification, and click Next.

Add Alarm Notification Profile Step 1: Choose Type

Email Notification

Send alarm notifications via email.

*  Remote Gateway Notification

Enables alarm notification using notification profiles of a remote gateway. Will also expose the pipelines of the remote
gateway directly to tags.

SMS Notification

Send alarm notifications via SMS using your Airlink Raven XE.

VOIP Voice Notification

Telephone notification using VOIR, compatible with most SIP based telephony systems.

3. All the known Gateways will be displayed. Choose from the list of available Gateways or you can

setup a Gateway manually, then click Next.



Select Gateway

T Known gateways appear here. If you do not see a gateway that you expect, please check the Gateway Network connection settings to

verify that connections are valid.

= lgnition-ubuntu

Connection: 10.20.5.232:8088, State: Connected

' Specify Gateway Name Manually

If the gateway is not currently available or displayed here, you can specify its name manually.

4. Once your Gateway is connected, Ignition exposes all the pipelines on that Gateway. Choose
from the list of available Remote Notification Profiles, and click Next.

Remote Notification Profile

‘= EMail

~ Other Profile

Manually specify remote alarm profile.

5. The new Remote Notification Profile window will appear. It will automatically show the name of
your Gateway followed by the name of the remote Profile unless you are manually specifying a
remote profile. There is a naming convention that is used when identifying the ‘Name' of the New
Remote Notification Profile. It is the Gateway Name followed by an underscore and the name of
the Profile (i.e., Ignition-ubuntu_Email). Click Create New Alarm Notification Profile.



New Remote Notification Profile

MName Ignition-ubuntu_EMail
Description

L
Enabled .

[default: true

Remote Gateway

Gateway Ignition-ubuntu
Motification i
Profile EMail

Create New Alarm Notification Profile

6. The Alarm Notification Profiles window will open showing all your alarm profiles, including the one

you just created.

Controller USER MANUAL  SUPPORT

Ladmin  Sign Out

Ignition F—

4 STATUS

S S License Incomplete @ Reset Trial

Overview
Backup/Restore Alarm Notification Profiles
Licensing
Modules Name Description Enabled  Type Status
Projects . : - ) .
R —— Email true Email Notification Running delete
Gateway Settings
Email 1 true Email Notification Running delete m
Gat Network
S ° Ignition-ubuntu_EMail trus Remaote Gateway Motification Running delet
Email Settings Sl
SMS true SMS Notification Running delete
Auditing
Users, Roles Voice true VOIP Voice Notification Demo Expired More m
Service Security

Security Zones

= Create new Alarm Notification Profile...

Connections = Test Pipelines and Motification Profiles...



Enabling the Remote Alarm Notification

The last steps are to select your Tag, add an alarm, and configure your alarm settings. If you already

have an existing alarm, then all you need to do is go to your alarm configuration, and select the

remote pipeline that you want to use for your alarm.

1. In the Designer, under the Tag Browser, double click on your Tag (i.e., WriteableFloat1) to open

the Tag Editor.

Tag Browser

RS EH -

§ B X

i) Writeahle

» -EWmMe S$4

+ T iriteableBooleant o
+- " WariteableBoolean?

+- T wiriteableDoubled
+- 7 WriteableDoule2

i

=

e N

fiteableFloat] o

ViriteableF l0at2 o

1]
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2. In the Tag Editor, click Alarming, and select your alarm (i.e., Fault1). (If you don't have an

alarm, then you'll need to add an alarm. Refer to the section on Configuring Alarms). Scroll

down to the Notification area and under Active Pipeline, select the remote pipeline (i.e.,

Ignition-ubuntu/MyAwesome Pipeline) that you want to use from the dropdown list. Click OK.

T P ™y
+/ Tag Editor [
g General Alarm Configuration
& Numeric Fault - Above Setpoint, High Fault
o Metadata High Alarm - Above Setpoint, Critical . .

& ad
o Low Alarm - Eclow Setpoint, Medium | (=2 4 -E "i—'f: + X
E} Permissions . —
Inclusive true |lJ [jE]
£ History Any Change false E &
Alarming =] Deadbands and Time Delays
< Tag Events Deadban 0 3
Deadband Mode Absolute E]
Active delay (seconds) 03
Clear delay (seconds) 03
= Notification
Active Pipeline Ignition-ubuntuibdy Awesome Pipeline| - [_ﬁ
Clear Pipeline <Mone= 5]
Ack Pipeling Basic Email (3=
= Email Notification Properties Escalatg 1
Custorn Suhject ESF?lat'Dn — £
Custom Message :_gnltlnn—ubuntumﬂy Awvasome Pipeline l_ﬁ
L ) oop
SME Notification Properties Notify =
Custorn Message &
=] Phone Call Settings E]
Active Pipeline
The pipeline that will be used to process active events generated by this alarm.
| ok || aeey || concer |




Now, you can even create new custom pipelines and use the remote notification profile through the
Notification Block, while expanding the significant power of alarm pipelines to include the notification

capabilities of other Gateways sharing the same Gateway network.

@ NOTIFICATION MODULES NEED TO BE INSTALLED ON THE GATEWAY RUNNING THE NOTIFICATION

The appropriate Notification Modules such as SMS and/or Voice must be installed on the
Gateways that are executing the alarm notification.

Q e

Once your Notification profile is created, you can use it in an Alarm Pipeline.
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User, Schedule, and Roster
Management

Watch the video

Who to Notify

To make sure all the right people get notified quickly about an impending alarm, the On-Call Roster
lets you organize individuals into groups based on their roles and schedules. When an alarm is
triggered, it goes to a designated On-Call Roster where it evaluates users schedules so only the
appropriate individuals will be notified. You can easily change schedules, assign roles, and specify
who should be notified when alarms are triggered.

Another slick feature is the ability to edit the On-Call Roster and Schedule in the client in realtime, as
well as in the Designer. Using roles, you can even permit individuals to edit their own contact and
schedule information on-the-fly to account for their own unexpected time away from work so alarms

won’t be ignored, and will be sent promptly to the next available person.
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Roster Management - from the Client Window

Command Windows Help

Logged In: admin

E Lock Screen
A8 switch User

Ignition.

Ly fr ive autemation

Overview

Q’) Roster Management

User Management

Schedule Management

Current Time:
06/30/2016 11:21 AM

On-Call Rosters > Edit Roster

Add users from |defau|t |E||

0]

Available Users On-Call Roster
Roster Management Maria [H @' Jane Doe B @
guest @ John Do &
Jane Doe B Sal Supervisor B )
John Doe B4 Sally [ @
Sal Superdisor B Waria B2 @
Sally =
X




Schedule Management - from the Configure > Alarming > Schedules section

of the Gateway

Overview
Backup/Restore
Licensing
Modules

Projects
Redundancy
Gateway Settings

Gateway Network
Email Settings

Auditing

Users, Roles
Service Security
Security Zones

Connections
Drivers

Store and Forward

Legacy Notification
Legacy Storage
General

Journal
Notification
On-Call Rosters

v Schedules

Schedule Management

Schedules Helidays

Fdit Schedule

Name Day Shift

Weekday Day Shift
Description

Observe Holidays ¥ Choose whether or not this schedule observes any configured holidays.

All days 0:00-24.00
& This schedule will have the same hours 7 days a week.
¢

Weekdays 8:00-12:00,13:00-18:00

& This schedule will have the same hours Monday-Friday, but will have no hours on weekends.

User Management - from the Designer

Users
Llsername | Mame | Foles | Contact Info | Schedule *
admin Administrator, 5. Alvays g
HeOrge George Johnsan email: george jo... Always ]
jog Joe Schmo Administratar email: joe.schim... Always x
kate kate Smith email: kate.smit... Always
mary Marn Swansan email: mane s Always
Roles
Role name # of Members P
Administrator 2 |
Cperatar 0 ]
super_admin 1 x
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Ignition provides the capability to send out alarm notifications to a list of people in Email, SMS, and
Phone (voice dial-out). There are several steps to get alarm notifications sent out to a list people. The
first thing to do is create an Alarm Notification Profile for Email, SMS or Voice, whichever method
you intend to use. Then, create the users who are going to receive the alarms. Each user must have a
name and contact information in order for Ignition to notify them of an impending alarm.

Let's get started!

Adding a User

1. Go to the Configure section of the Gateway.

2. Choose Security > Users, Roles from the menu on the left. The User Sources page is
displayed.

3. Select manage users from the appropriate user source.

User Sources
Name Type Description
default Internal  This is the default and always present internal authentication profile. manage users m
opcua-module Internal  OPC-UA clients will authenticate against this profile by default. Mare - m

=* Create new User Source...

= Verify an Authentication Profile...
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4. Look for the blue arrow and select the Add User link to add a user. The Manage Users and
Roles for Profile page is displayed.

5. Complete the fields that correspond to the user's information.

Manage Users and Roles for Profile 'default’

Users Roles
Add User
User Properties
Username admin
I]assmrd --------
.
Re-type password for verification,
First Name Harry
Last Name James
E_" Administrator [ Operator 0 Test_Group
Roles 1 Administrators = Prod_Sups = Users
L guests
Schedule Always i
Language English v
Notes
A

6. In the Contact Info section, choose the delivery method from the dropdown, and enter the

appropriate Value such as an email address.

Type Value ®

. o . ) S
E-Mail A admin@inductiveautomation.com e

Cancel



7. Click Add User. The new user will now appear under the Users tab.
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On-Call Rosters
Watch the video

On-Call Roster Overview

The On-Call Roster lets you create user groups to be notified when an alarm occurs. Each group
includes a list of users in a specific order. Alarm pipeline's notification blocks must choose an on-

call roster which identifies the users to notify for that notification block. Depending on the alarm
notification profile used, the users can be notified one at a time (sequential), or all at once (parallel). It
is important to remember that when an on-call roster is used for alarm notification, only those users on

the roster whose schedules are active will be notified.

To Create and Manage the On-Call Roster

1. Go to the Configure section of the Gateway.

2. Choose Alarming > On-Call Rosters. You can create as many rosters as you wish.

3. Click on the Create new On-Call Roster. You can create as many rosters as you wish.
4. On the New On-Call Roster, enter a Name, and click Create New On-Call Roster.

5. Now back on the On-Call Rosters page, click on the More button, and select manage from the
dropdown list to the right of the roster name. The Manage Roster page is displayed and from
here you can add one or all users from a source list, and put them in any order you wish. You can
also remove users from the On-Call Roster.
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33 USERMANUAL SUPPORT

& admin Sign Out

Ignitio ‘./ ) | vt f

W STATUS & CONFIGURE

License Incomplete @  o:00:00 Reset Trial

Overview
Backup/Restore Oﬂ—CaH ROSte s
Licensing
Modules

o
Projects ¥ on-Call Rosters are ordered lists of users that should be notified when an alarm occurs. These are used when configuring a

Redundancy notification block inside an alarming pipeline.

Gateway Settings
+ Successfully updated On-Call Roster "MyRoster”

Gateway Network

Email Settings Name Description # Users

MyRoster 0 T
manage o

delete

Auditing

Users, Roles

- Create new On-Call Roster...
Service Security

Security Zones

Connections
Drivers

Store and Forward

General
Journal
Notification

* On-Call Rosters

Schedules

6. Click on Save.

To Manage the Roster from the Client

Roster management can take place from a Vision Client.

1. Open your project in the Designer and navigate to a window the client has access to. If this is a
new window, you will have to add it to yur navigation.

2. From the Component Palette, drag and drop a Roster Management component in your design

window.
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. If you have more than one user source, go to the Property Editor and enter the one you want to

be used by the roster in the User Source property.

. Save and Publish your project. Client users can now manage the roster by re-arranging and

adding/removing names to the roster. You can interact with the listed rosters by double-clicking

them or selecting them and clicking on the edit icon in the upper right.
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Scripting
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Schedules

Schedules define the times of users on-call availability and unavailability. For example, the Always
schedule is a schedule that is active 24/7. You can set a schedule for each user in the alarm
notification system. The notification messages are then sent only to those users with an active
schedule. When a message reaches a notification block in a pipeline, that block's on-call roster is

used to find the users with active schedules so they can be notified.

There are also a number of system functions that allow you to create, read, edit, and delete schedules
or holidays from a user source using scripting. (i.e., system.user.addSchedule,
system.user.getHoliday, etc.,). To learn what system functions are available for user scheduling and
holiday scripting, refer to the Scripting Functions in the Appendix.

To Define a New Schedule

1. Go to the Configure section of the Gateway.

2. Choose Alarming > Schedules from the menu on the left.
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o The Schedule Management page is displayed. Here, you can see any Always and an
Example schedule.
= The Always Schedule is a built-in schedule that is always available (24x7x365).
= The Example Schedule is an example of a Monday-Friday 8am-5pm schedule with a
lunch break. Click on the edit to see the detailed settings.
3. Click on Create new Schedule.
4. Choose a Standard or Composite schedule and click Next.
o The Standard schedule is defined by hours of operation on each day, with repeating options.
o The Composite schedule is defined by the combining of two other schedules.
5. On the New Schedule page, enter a Name, the Schedule to be notified, and any Repeating
options, then click Add Schedule.
o Each schedule is defined by which days of the week it is active for, and during what times.
o You can define repeating patterns that repeat either weekly or daily, and even plug in
holidays.
o When defining time ranges, use a 24-hour format and commas to break up different spans.
For example, if you want the schedule to be active from 8am-5pm with a 45 minute break
starting at noon, you'd use: 8:00-12:00, 12:45-17:00.

Managing User Schedules from the Client

There are a few ways to manage user schedules from the Client. The first is to use the Schedule
Management component on a window. This component allows you to quickly and easily manage the

schedules from the Client.
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For more granular control, you may instead want to use scripting to manage the schedules. This may

offer a more granular control at the click of a button.

Schedule Management Code Snippet

mySchedule = system.user.getSchedule("WeeklySchedule")

1f mySchedule != and mySchedule.getType() == "basic schedule":
mySchedule.setObserveHolidays( )
mySchedule. setName( "NewWeeklySchedule")
system.user.addSchedule(mySchedule)

Using Schedules for Alarm Notification

The alarm notification system always uses the Schedules. When an alarm notification

pipeline reaches a notification block, it looks at all of the users defined in that block's configured on-
call roster. Only those users whose schedules are currently active will be notified. This way, you can
group people in call rosters by role, not by shift. For example, suppose you have alarms that should
be sent to all supervisors. You can put all of the supervisors in one call roster, and the scheduling

system will automatically only notify those supervisors who are on-shift when the alarm goes active.



Using Schedules for Restricting Login

You can use Schedules to restrict users' ability to log in. To enable this, select the Schedule
Restricted option on the user source in question. That user source will then reject logins for users

whose schedule is inactive, even if their credentials were accurate.
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Alarm Notification Pipelines are logic diagrams that control how alarm notifications are sent out,
including who they are sent to and when. They can be used to achieve many advanced alarming
scenarios, such as delays, escalation, and parallel delivery. Pipelines provide an easy to use a drag

and drop mechanism for creating complex notification scenarios.

Creating Pipelines

Before you create a pipeline in the Designer, you need to configure at least one alarm notification
profile and at least one roster in the Gateway. Then in the Designer, you create the Pipelines under
the Global node of the Project Browser. Alarm Pipelines, unlike other types of resources such as
windows and Transaction Groups, are global resources, and are not part of a project. A defined
pipeline runs in the Gateway, and you can see the same pipelines available to edit regardless of the
project that is currently open. If you already have a Remote Gateway configured to support alarm
notifications, you can expand the already significant power of alarm pipelines by also exposing alarm
pipelines that are configured on the Remote Ignition Gateway system.
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When you create a new pipeline, or select one to edit, the Designer Switches to the Pipeline
Workspace. The workspace is basically a blank canvas, on which you arrange and connect together
various Pipeline Blocks. Each pipeline block has an input, and potentially has outputs. Using the
mouse, you can draw connectors between the output of one block into the input of another. The
START block, which you will see when you first create the pipeline, cannot be deleted and is the only
fixed part of the workspace. It represents the entry point for alarm events into the pipeline, and is

treated like an output block.

Fipeline Blocks o R o

< O < B fro I= ~ L)

Yotification Delay Splitter Switch Expression SetProperty Jump Script

Roster: Operators

I
| 1.Email
1
I
I

Multiple outputs can be connected to a single input. Also, it is perfectly acceptable to write the output
of a downstream block back to the input of an earlier block, creating a loop. Of course, some care
should be taken when doing this, as it can easily result in unexpected behavior, like sending out

emails indefinitely for one event!



Understanding Pipelines and Events

Understanding how events flow through pipelines is crucial to leveraging them fully. Alarms are
configured on individual Tags, and each alarm can specify a target pipeline for active and clear
conditions. When the condition for that alarm is met a new alarm event is generated and sent to the
entry point of the associated pipeline. The alarm event then moves through the different logical
elements of the pipeline until it finally reaches a pipeline endpoint, or until the alarm matches the
pipeline's dropout condition, upon which it then exits the pipeline. There can be multiple alarm events
in a pipeline at any given point in time and you can view the current status of the pipeline from the
Alarm Pipelines status screen in the Ignition Gateway. It is possible to forward events from one
pipeline to another, making it possible to create multipurpose and reusable pipelines.

Each alarm event progresses sequentially through the blocks of a pipeline. However, multiple alarm
events can exist in parallel in the pipeline, and new events may enter the pipeline at any time. Some
block settings may result in alarm events being held up, such as consolidated notification, but one
alarm event cannot affect other events in the pipeline. In this particular case, when multiple events will
be collected together for notification, the events that don't drop out of the pipeline after notification are
individually forwarded to the output of the block.

At every transition, and occasionally inside of the block execution as well, the dropout conditions will
be evaluated. If the event no longer meets the conditions, it will drop out of the pipeline. It is crucial to
understand how this works in order to understand pipeline execution. For example, a common
scenario is to place a Delay block directly in front of a Notification block. If the delay is 5 minutes, and
"Clear" is one of the pipeline drop out conditions, it effectively means that only events that stay active
for longer than 5 minutes will actually result in notifications. If acknowledge is one of the dropout
conditions, it would mean that operators (or anyone viewing alarm status) would have 5 minutes to

acknowledge them, and only then would notifications be sent.

Event Instances and Runtime Properties

As mentioned, a new "alarm event" is generated each time an alarm transitions to active. This event
consists of core data, but also has arbitrary properties available on it. The alarm configuration
properties are available, as well as associated data, but in addition there are "runtime properties", that
only exist while the alarm event is in memory, and are only used by pipelines. These properties can be
accessed by several block types, and runtime properties can be created and updated with the "Set
Property" block type.

During an alarm event's lifetime, its properties may be updated at any time. When an alarm goes to
clear, for example, the system sets information about that state on the alarm event. In the pipeline, if a
block accessed the "state" property, it would see a different value than if it had checked just moments

earlier.



It may be possible for a specific alarm event to exist multiple times in a pipeline. This is especially true
when using the Splitter block, which takes events and forwards them concurrently to multiple outputs.
When this occurs, the alarm event is "branched" and a new "event instance" is created. Each event
instance will start with identical properties, but future modifications of properties will only affect the
particular instance. All instances of an event will properly reflect properties set later by the system,
such as acknowledgement or clear state.

Pipeline Lifecycle

Given the potentially long running nature of pipelines, it's important to understand how they operate
when you edit them. Each pipeline normally has only one instance running at a time, which handles all
of the events that go into it. When you edit a pipeline and save, however, a new instance is
instantiated. The old instance is "retired", but continues to run until all of the existing events are done.
The new instance only receives events generated after the time that it was created, it does not take
over the previous instance's events.

Pipeline Blocks

Pipeline Blocks are the building blocks of the Alarm Pipelines. Each block, depending on the type, will
perform some action for the pipeline, such as sending a notification, setting a property, or evaluating
an Expression. Refer to the Pipeline Blocks section for descriptions of the different pipeline blocks

that you can use to build your pipeline.

Pipeline Properties

Pipelines have only a few property settings, but they are important.

To Display and Modify the Properties

Click on the gray area of the Pipeline workspace anywhere there isn't a block.
In the lower-left corner of the Designer, the Pipeline Properties are displayed. They are as follows:

¢ Dropout Conditions
o These dictate when alarms fall out of the pipeline. There are three possible conditions:
Acknowledged, Cleared, and Shelved. If any of the selected conditions become true for an
event in a pipeline, it will "drop out" entirely, no matter where it is at. No further action will be
taken for that event.

¢ Pipeline Enabled



o Indicates whether or not the pipeline is allowed to receive events.

Commonly Used Properties

The following screenshot shows how you can access the two commonly used sets of properties in the

Expression Block: the Main and State properties.

if ChallengeFile - Ignition Designer

File Edit Yiew Project Tools Help
B Ak D B

Project Browser

o & = Fipeline Blocks

= @ Global
:l—_,m Alarm Motification Pipelines
':m Email
f:] Cperatars
E—. Seguential Function Charts
ﬁ Script Library [ shared]
'—— Project
] Properties
+— Scripts

¢  ©

Motification Delay

w02 Transaction Groups
E = = ————— - 3
Fipeline Block Editor g o o= 7
Expression Block — =
a: (=] + 7
7]
Click here to Ju | |4
-"‘-I—n_.__‘_‘_.. E 3
get the ({ }) :
| Main »
menus e
-
-
o
EB
3]
i

Display Path

Display Path or Source
Name

Priority

Source Path

The Main properties are information about the alarm that are independent of whether the alarm is

currently active, clear, or acknowledged. They are:

e Display Path

Display Path or Source

Name

Priority

Source Path

The State properties are information about the alarm that change while the alarm is changing, and

some of them even change each time the alarm goes from active to clear to ack (acknowledged).



e Ack Time

¢ Ack'ed By

¢ Ack'ed By (Name)
e Acked?

e Active Time
o Active?

e Clear Time

e Clear?

e Current State
e Event State
e Event Time
e Event Value

¢ |s Shelved?

Alarm events are made up of many different properties. Refer to the Alarm Event Properties
Reference section for information on alarm properties and how they are used.
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The most basic Alarm Notification Pipeline will simply notify users as soon as the alarm becomes
active.

@ CONFIGURE ALARM NOTIFICATION PROFILE AND ON-CALL ROSTER

Before you create a pipeline in the Designer, you need to configure at least one Alarm

Notification Profile and at least one On-Call roster in the Gateway.

To Create an Alarm Notification Pipeline

The following example will create a simple alarm notification pipeline in Ignition.

1. In the Designer, create a new pipeline in the Project Browser by going to the Global area.
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2. Select Alarm Notification Pipelines, and right-click to create a New Alarm Notification.
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When you create a new pipeline, the Designer switches to the Pipeline Workspace. The
workspace is essentially a blank canvas and can contains various Pipeline Blocks. By default,

the name of the new pipeline is called "New Pipeline".
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3. It is a good practice to give a meaningful name to the pipeline. Commonly, the name acts as a
way to describe what the pipeline does. Select your ‘New Pipeline’, right click and Rename it to
‘Notify’.
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Every pipeline has a Start Block which you will see when you create your pipeline. When an

alarm is triggered, it automatically goes to the Start Block, and from there you can use other

pipeline blocks to determine what you want to do with that alarm. All the available pipeline blocks

are shown at the top of the Pipeline Workspace.
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. The most basic pipeline you can create is to simply notify someone right away when an alarm

occurs. Drag the Notification Block on to your canvas and place it next to the Start Block. Keep

in mind that even though the two blocks are on your canvas, they are not yet connected.
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5. Drag the output pin from the Start Block to the input pin of the Notification Block connecting
the two blocks. When an alarm occurs, it's going directly into the Start Block and then into the

Notification Block.
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6. On the Notification Block, you have to configure the Alarm Notification Profile that you are
going to use and who you are going to send it to. You should have already configured your Alarm
Notification Profile before creating your new pipeline.

In your pipeline workspace, click on the Notification Block, and the Notification tab will open.
Choose which Notification Profile from the dropdown that you want to use: Email, SMS or
Voice. You can see that all three profiles are configured, but for this example, choose Email.
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7. In the Pipeline Block Editor, under Contacts, click the On-Call Roster icon on the right

side. Select from users and groups who you want to notify about this alarm. Your On-Call Roster

should have already been created before creating your pipeline.
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You just created a very simple Alarm Pipeline. When this alarm becomes active, it goes directly to the
Start Block and notifies all the users in the Operator group via Email one time.
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Pipelines don’t do anything until an alarm is told to use it. Once you configure your Alarm Notification

Pipeline, the next step is to tell your alarm to use your ‘Notify’ pipeline when the alarm becomes



Active, Cleared or Acknowledged. How to make your alarm use a pipeline is covered in the next
section.
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Adding Pipelines to Tags
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Adding Pipelines to Tags
Watch the video

Any alarm in Ignition can use an existing alarm notification pipeline on the local Gateway and/or
remote Gateway. Alarms can share pipelines resulting in a single pipeline providing notification
services to many alarms. When an alarm becomes active, cleared, or acknowledged it can execute a
designated alarm pipeline. The information about the alarm is ported automatically into the alarm
pipeline.

To Associate a Pipeline with the Alarm

1. Double-click on a Tag that already has an alarm configured (i.e., WritableFloat1). The Tag Editor
is displayed and you can access its properties.

2. Go to the Alarming tab.

3. Select an Alarm. If you don't have an alarm configured, create one. To learn more about creating
alarms, go to Configuring Alarms.

4. Under the Notification section, select the desired alarm pipeline from the drop-down for any of
the alarm status states. Typically, operators want to know when an alarm goes active. This
example uses the Basic Email pipeline when the alarm status becomes Active.

5. Click OK.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://www.inductiveuniversity.com/video/adding-pipelines-to-tags/7.9
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Now, every time the High Alarm Tag goes Active, it will use the logic in the Basic Email pipeline to
notify the operators.

Alarm Pipeline Events

Each alarm has 3 events that can push it into a pipeline: Active, Clear, and Acknowledge (Ack). While
they all work the same way, it is helpful to know a few things about each event. For all pipelines, the
default settings are to drop alarms from the pipeline if that alarm is Acknowledged, Cleared, or
Shelved. This means each Alarm Pipeline Event requires slight changes to these properties, so it is a
good idea to have special "cleared" or "shelved" versions of any pipelines that will be called from

these other events.

Active Pipeline

The Active Pipeline event is the most commonly used event for sending alarm notification. This
happens when the alarm goes into the active state (alarm has happened). The default settings are
commonly OK because any Acknowledged, Cleared, or Shelved alarms are usually not considered

active anymore.

Clear Pipeline

The Clear Pipeline event is the most commonly used event for sending notification that the issue is no
longer active, but may still need attention. This happens when the alarm goes from the active state to



the cleared state. The default setting to drop out if "Cleared" is NOT OK because any alarm event
that started as a "Clear" event will always drop out at the Start Block.

Ack Pipeline

The Acknowledge (Ack) Pipeline event is the most commonly used event for telling your users that
someone is working on the problem. This happens when the alarm goes into the acknowledged state
(usually an operator pressing the Acknowledge button). The default setting to drop out if
"Acknowledged" is NOT OK because any alarm event that started as an "Acknowledged" event will
always drop out at the Start Block. It is usually a good idea to also set the "Cleared" dropout condition

to False since any acknowledge notification is probably wanted regardless of if the alarm is cleared.
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Pipeline Blocks
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Pipeline Blocks
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Pipeline Blocks are the building blocks for the Alarm Pipeline Notification system. Each block has an
input and zero or more outputs. Each block has its own unique functionality and performs a specific
action for the pipeline, such as sending a notification, setting a property, or evaluating an expression.

Let's look at the different pipeline blocks that come with the Alarm Notification system. There are eight
blocks above your Pipeline Workspace that you can choose from to build your alarm notification

pipeline.

Pipeline Blocks
The Pipeline Blocks are described individually in this section, but here is a brief overview:

« Notification Delivers a notification through the selected Notification Profile (i.e., Email, SMS and
Voice).

¢ Delay Blocks the alarm event for the specified amount of time.

o Splitter Forwards a single event for the specified amount of time.

o Switch Evaluates a non-boolean Expression, and forwards to an output based on the result.

o Expression Evaluates an Expression that results in either "True" or "False", and forwards the

event to that output.
o Set Property Evaluates an Expression, and sets the result as a runtime pty on the alarm event.
* Jump Forwards the alarm event to a different pipeline.

e Script Executes a task outside the pipeline.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://inductiveuniversity.com/video/pipeline-blocks/7.9

Start Block

When you create a new pipeline, you always get a Start Block placed in your Pipeline Workspace.
You cannot delete the Start Block because it represents the entry point for alarm events into the
pipeline.
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Notification Block

The Notification Block is the block that controls the actual notification. When an alarm event reaches
this block in the pipeline, some sort of notification will go out. In it, you can setup what type of
notification it will use and who it will notify. You can learn more about the Notification Block by going
to the Notification Block page.

Delay Block

The Delay Block simply blocks alarm events for a specified period of time before moving them to the
next block. They are generally used to wait for the dropout condition to become satisfied for an alarm.

For example, a 5 minute delay might be used to give operators viewing control screens a chance to
acknowledge, and only send notifications if they haven't (the "active delay" deadband on the alarm
could be used to delay the alarm as well, but in that case it wouldn't actually be active, and therefore
not displayed, for the delay time).

Delays are often also used to control flow in a pipeline. For example, in an "escalation" scenario, a
notification block might be used to send emails. Since emails are sent instantly, and acknowledgment

occurs "asynchronously" (the user must see the email and click the link or log into the system), a



delay block could be used to provide time for the user to acknowledge, before moving on to a voice
notification block. There is no practical limit to how long a delay can be. The delay is calculated

independently for each event entering the block, meaning that each event will be held for the specified
time.

Click the Delay Block and a spinner will appear in the Pipeline Block Editor. You can specify the
number of seconds to delay. In this example, if you enter '300' seconds, the alarm will wait 5 minutes
before sending the notification to the Operators.
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Splitter Block

The Splitter Block simply forwards a single alarm event to multiple outputs at the same time. It
creates a copy of the alarm event for each output and executes the alarm notifications along multiple
paths in parallel. You can specify as many outputs as you want. If care is not taken, it is possible to
end up with an exponential number of alarm event copies active in the pipelines at one time. Since
each notification block operates on a specific on-call roster, Splitters are useful for delivering events to
multiple notification blocks at once as shown in this example.
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The Switch Block evaluates a non-boolean expression and forwards it to an output based on a given
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result. It can be a number or string, and it will be looked up against a defined list of expected results. If

a match is found, the alarm will follow that path, otherwise the "Catch-all" output is used.

You can create an expression and even use the alarm event's priority, associated data, value and

more. The following example has associated data for the 'Group' that they belong to with 'Group A'

and 'Group B' values. The Switch Block will evaluate the expression results against these defined

values, and if a match is found, the alarm will follow that path. If neither of the values are met, the

Catch-all output will be used.

This example demonstrates that a pipeline can send out an alarm to 2 different lists of people based

on the 'Group'.
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Expression Block

The Expression Block contains an Expression which is evaluated against each alarm that enters it.
The result is expected to be a boolean value, either 'True' or 'False' and forwards the alarm to the
specific output. The Expression executed by the block is written in the same syntax as other
Expressions in Ignition. However, in this context, it is possible to refer directly to properties of the
alarm event that is being evaluated by using the standard {path&rcub; reference syntax. In addition,
the following functions are available to quickly determine the state of the alarm.

Examples

isActive()

This single function returns whether the current event is active or not. An Expression block like

this could be used to then dispatch to an "active" pipeline, and a "clear" pipeline (both the active
and clear pipeline settings on the alarm would be set to this dispatch pipeline). This kind of setup
allows you to later modify how actives are handled vs. clears in one place, without having to modify
many alarms.

tolnt({priority})>2 && {displayPath} like "East Area"

This block would forward all High and Critical alarms from the "east area" to the true path. The others
would go to false, which may not actually be bound to another block, making this Expression block act

like a filter.



isPropertyDefined("isEscalated")

This Expression checks if a property exists on the event. The "isEscalated" property is not a system

defined property. Instead, in this example, it might be set using a Set Property block before forwarding

back to the start of the pipeline. The first time through, this Expression would fail, but the next time, it

would pass, and the "escalated" behavior could be executed.

In the Pipeline Block Editor, you can select the Alarm Properties from any of the icons in the

Expression Block. This example uses an expression ({priority}="Critical" ) to check to see if the

priority is 'Critical,’ and if so, the alarm notification will follow the 'True' path. If it is not 'Critical’, it will

follow the 'False' path. As you can see, the 'False' output is not configured. You don't have to

configure every output if you don't want to.
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Set Property Block

The Set Property Block allows you to define or redefine a property on the alarm event. The value

is created from the Expression Block, which can refer to other properties or the same properties.

Typically, the Set Property Block is used as a counter for the number of times the alarm has been

looping or notifying people in your on-call roster. Settings modified in this way will only exist while the

alarm is in the pipeline, they will not be stored to the journal, or show up in the status table.



Examples

If you want to attempt notification up to three times before stopping, you could create a pipeline
that looked like [Notification Block] > [Set Property] > [Expression], with the Expression looping back
to the notification block (perhaps with a delay in between).

The Set Property block would look like:
Property Name: counter

Expression: coalesce({counter}, @) + 1

Note that the first time the block is hit, the counter property will not exist, and therefore the value

will be null. The coalesce function returns the first non-null value, allowing us to start with 0. Another
way to write this might be:

if(isPropertyDefined("counter"), getProperty("counter"), 0)+1

The getProperty() function is functionally equivalent to simply referencing the property in brackets
(that is, {counter} ). The Expression block in this example would simply be: {counter}<3.

Here is another example where the operators are notified of an alarm event 3 times before being
escalated to the Production Supervisors. Drag 2 Set Property Blocks to your pipeline workspace.
Assign the first Set Property block to a Property Name 'numCalls' and a Property Value of '0'. The
second Property Block you need to increment the counter. Enter {numCalls} + 1 as shown in the
Pipeline Property Editor. Each time the alarm goes through this block, the 'numCalls' variable
increments by '1." If no one acknowledges the alarm, it is sent to the Production Supervisor's on-call
roster.
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Jump Block

The Jump Block forwards an alarm event to a different pipeline. You can breakup a pipeline into
several different pipelines and use the Jump Block to go back and forth between pipelines. This is
perfect for an escalation pipeline because often times they can become one massive pipeline, and the
Jump Block can make the escalation pipeline less complicated and more compact.

In the Pipeline Block Editor, enter the Destination pipeline called 'Escalate’.

In this simple example, the Jump Block forwards the alarm to the Escalate pipeline and ends there.
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Script Block

The Script Block allows you to execute a task outside the pipeline like writing to another alarm tag or
database. In this example, the Script Block was used to notify the production supervisors of an alarm
using another alarm tag as shown in the Pipeline Block Editor.
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In the next sections, you will see how to use a combination of these different pipeline blocks to create
your own unique pipelines.
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Notification Block

As the name suggests, the Notification Block is responsible for sending notifications.

Each notification block can target multiple notification profiles, which represents different methods

of notification, but it will only notify the user on the first profile that the user has contact information for.
So having a notification block with both email and sms listed will first attempt to contact a person with
the profile type listed first. If that fails because the user does not have contact information for that
profile type, it will try the second profile. Each type of notification profile will have its own

relevant properties for configuration, although some features are common to all profile types. The
various profiles will also behave differently, according to their capabilities, in regards to how
notifications are ordered. For example, the Email profile is capable of sending a message to many
recipients at once, while the SMS and Voice notification profiles must step through each contact

sequentially.

There are two required settings for notification blocks: the Notification Profile and the On-Call Roster.
The profile will dictate the method through which notifications occur, and the on-call roster will dictate
who receives the notifications. The on-call roster provides an ordered list of contacts, which will first
be pared down according to each user's schedule. The resulting contacts will be notified in

order, based on how the profile operates. The settings displayed will depend on the type of profile
selected.

Notification

The notification tab allows you to select which notification profile you would like to use of the ones
that you have currently configured in your gateway. The settings that can be configured differ,
depending on the type of notification profile selected. However, all of the notification types share a
setting, outside of the property area called Delay Between Messages. This property allows you to set
a delay that will happen in between each notification. So if your delay is set to 30 seconds on an email
notification, it will email the first person in the roster and then wait for 30 seconds before emailing the

next person. It is set to zero seconds by default.


https://www.docs.inductiveautomation.com/docs/8.3/intro

Acknowledge Message To acknowledge, reply "%s' =8
Testhode Mo E|
Delay Between Messages (secands): DE|

Email Settings

e From Address - Email address used for the "From" field.

o Message - The body of the email. Like the subject, may refer to properties of the alarm. Message
supports HTML formatting. Simply add the <html> tag at the beginning of Message property. An

end tag (</html>) is not required.

<html>This is my message. <br>That was a line break.

o Consolidated Message - The message sent when consolidation is turned on, and more than
one alarm is being sent. Can refer to properties, and additionally support a special expansion
syntax of "{{ ... }}", where everything inside of the double curly braces will be repeated for
each alarm in the consolidation group.

» Test Mode - If enabled, logs to the console each time an email would be sent, instead of sending
the actual email.
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Voice Settings

e Require PIN: If true, the user will need to enter their PIN in order to ehar the alarm notification
messages. The user's PIN is defined in the user management section of the Gateway. If false,

then anyone will be allowed to hear the messages after answering the phone.

o Allow Acknowledgement - If flase, users will only be allowed to listen to alarms, not to
acknowledge them.
» Retires Per Contact - The number of retry attempts per contact per alarm. The default is set to 1.
o Delay Between Retries - Introduces a delay between calling each contact, for each alarm.
o The pipeline dropout conditions are checked regularly between calls and while waiting, so

this would provide time for the alarm to drop out before calling the next person.

o The delay is only enforced after following a "successful" call (a call that was answered).
Unanswered or errored calls will move on to the next contact right away. Note that long
delays can block other alarms in the call queue.

o The delay is applied to all contacts for a particular alarm. For most phone systems, a delay
of at least 1 second is advised.

o The system must have time between each call to hang up properly before dialing again.

o Test Mode - If enabled, messages will be logged to the console indicating when and to whom
calls would have been made, without actually making a call.
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SMS Settings

» Message - The message to use for single events.

o Consolidated Message - Like email, the message to use when multiple events are sent together,

due to the block's consolidation settings.



o Delay Between Notification - As with voice, a delay between each message sent, to give the
recipient time to acknowledge and prevent further notification.

o Test Mode - If enabled, logs messages that would have been sent to the Gateway console, and
does not actually send them.

e Newin7.9.1 Acknowledge Message - When two-way SMS notification is enabled, this property

allows for the configuration of the acknowledgment instructions the users receive in the
notification. The '%s' will be replaced by the user's acknowledgement code.
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Message Properties

Both the email and SMS notification types have a few different message settings. There are properties
that contain alarm values that can be used in these message settings. To use the property, place "{}"
around it. The table below contains all of the properties available to them.



Property Name

Count

Maximum Priority

Minimum Priority

Display Path

Display Path or

Source

Name

Priority

Source Path

Ack Time

Ack'ed By

Ack'ed By (Name)

Acked?

Active Time

Property Display Name

{AlarmEvents.Count}

{AlarmEvents.MaxPriority}

{AlarmEvents.MinPriority}

{displayPath}

{displayPathOrSource}

{name}

{priority}

{source}

{ackTime}

{ackUser}

{ackUserName}

{isAcked}

{activeTime}

Description

The number of alarm events that are in
the pipeline. Typically used with alarm
consolidation.

The maximum priority of the alarms in
the pipeline. Typically used with alarm
consolidation.

The minimum priority of the alarms in the
pipeline. Typically used with alarm
consolidation.

The display path of the alarm.

The display path of the alarm, or the
sourcepath if no display path was
defined.

The name of the alarm.

The priority of the alarm.

The source path of the alarm.

The time when the alarm was
acknowledged.

The username of the person that

acknowledged the alarm.

The name of the person that

acknowledged the alarm.

A True or False on if the alarm is
acknowledged.

The time the alarm went active.



Property Name

Property Display Name

Active? {isActive}
Clear Time {clearTime}
Clear? {isClear}
Current State {state}
Event State {eventState}
Event Time {eventTime}
Event Value {eventValue}
Is Shelved? {isShelved}
Contacts
New in 7.9.4
INDUCTIVE

“\ez UNIVERSITY

Dynamic Rosters
Watch the video

Description

A True or False on if the alarm is active.

The time the alarm went to a cleared

state.

A True or False on if the alarm is cleared.

The current state of the alarm. (Active,
Unacknowledged/Active,
Acknowledged/Cleared,
Unacknowledged/Cleared,
Acknowledged)

The state of the alarm event. (Active,
Acknowledged, Cleared)

The time that the alarm event occurred.
Can format the time to a specific format
like:

{eventTime|hh:mm:ss}

The value of the tag for the alarm event.

Is the alarm shelved.
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From the Contacts tab, you can specify who you want to send the alarm notification to by specifying
what roster type you want to use. There are three different ways to setup a roster:

» Direct - Set a specific roster to use.
o Expression - Set up an expression that will determine which roster to use.

e Calculated - Use scripting to build a roster within the pipeline.

Each has different advantages, so it's important to understand the difference so you can select the
method that best fits your needs.

Direct

The Direct roster type is the simplest to set up and use, but also the least flexible. Any On Call Rsoter
defined on the Gateway can be used directly.
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Expression

The Expression roster type makes it possible to dynamically choose a single, predefined roster from
within the pipeline. The expression can make use of Tag values, alarm properties, and associated

data. The alarm properties are accessible from the Alarm Properties ( { ) button located on the right
side of the panel. Associated data can be manually entered using the { and } characters. A list of
rosters is available from the On-Call Rosters (a) button.
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The expression below checks for associated data named "Group" on the alarm. If the value is equal to

"A", the Group A roster is used, otherwise the Group B roster will be notified.

if({Group}= "A","Group A","Group B")

When Should | Use Quotation Marks on the Roster Name?

It is recommended to always place quotation marks around roster names. However, it is not
always required for notifications to be sent out successfully.

If the expression consists of only the name of the roster, then quotes can be omitted. For example,
specifying that a Notification block should always use the roster named "Operators" could look like
the following with quotes:

// This expression will evaluate successfully.

"Operators"

Which would return the string Operators, a valid Roster.

In this scenario, quotation marks could be removed. This normally causes a syntax error, because
strings in expressions must be encased in quotation marks. However, in this case, the Notification
block will assume you simply typed out the name fo the roster, so the following example will also
successfully use the Operators roster:



// This will fail to evaluate as an expression, so the block will instead look for

a roster named "Operators",
// and the users will still be notified.
Operators

If the expression is any more complicated than the above example, such as using an expression
function, then quotation marks must be used. The following example would check the priority of the
alarm. If the alarm's property was "critical", then the High Priority Roster would be notified. For all
other properties, the Low Priority Roster would be used.

// This expression will evaluate successfully.
if({priority} > 3, "High Priority Roster", "Low Priority Roster")

In this scenario, if the quotes were removed from the roster names, the expression would fail with a

syntax error:

//This expression will fail, so all the text is assumed to the name of a Roster

if({priority} > 3, High Priority Roster, Low Priority Roster)

When this expression fails, the Notification block will assume that the text is actually the name of a
roster, and will attempt to use a roster named **if({priority} > 3, High Priority Roster, Low
Priority Roster)**. For this reason, it is a good idea to always place quotes around Roster names,

as well as check your expressions for syntax errors.

Calculated

The Calculated roster type allows you to use scripting to create a roster at that time using scripting.
This becomes extremely useful for situations when you are not sure who should be contacted at the
time. Instead of creating an on-call roster for each possible combination of users, you can determine
who needs to be notified in the script based on the circumstances of the alarm, and then build the
roster to fit that scenario. While this is extremely powerful and offers the most flexibility, it is the most
difficult to configure, so you should only use it when absolutely necessary.
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username - String

firstname - String

lastname - String

email - List of Strings

phone - List of Strings

3m3s - List of Strings

extraProps - Dicticnary of Lists

Arguments:
event: The alarm event instance. Properties can be accessed, set, and created using
dicticnary syntax.
builder: A conwvenience ckbject used toc build a list of contacts.
Usage:
builder.username ("bob") .phone (["5551234567"]) .add () .username ("joe™) .email { ["joelmycompany.com™]) .add () .build ()
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The Calculated roster type requires a return value which is a list of dictionaries, where each dictionary
is a set of contact information. The contacts that you use are specific to that instance, meaning neither
the user nor contact information have to exist on the Gateway. This can either be done manually, by
putting together dictionaries with the appropriate contact info and then placing them into a list, or you
can use the builder to put together the list for you. Both end up with the same results, so we advise
that you use the one that you find easier. The builder has a set of methods which align with the

key:value pairs the dictionary is expecting.



Name Description Datatype

A username for this particular user. Note: this can be
anything that you want, the user does not have to exist in
username the Gateway. This will be used for acknowledgement and String

auditing purposes, so it is important you create meaning

usernames.
firsthame A first name for this particular user. String
lasthame A last name for this particular user. String
. . . . List of
email A list of possible email addresses for the user. .
Strings
N A list of possible phone numbers for the user for voice List of
one
P notification purposes. Strings
A list of possible SMS numbers for the user for SMS List of
sms
notification purposes. Strings
Extra properties that can be added to a user. This is useful Dictionary
extraProps ) . . . . .
when dealing with any third party functionality. of Lists

User Data Created Manually

When putting together a dictionary manually, uou can use some or all of the properties listed in the
table above. You can create as many dictionaries of users as you want, adding in as much or as little
contact info. Once you have your dictionaries created, you then need to place them in a list. You then

need to use that list as the return value, which the pipeline will use determine who to contact.

Manual User List
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userl = {"username":"mary", "email":["mary@company.com"]}

user2 = {"username":"john", "firstname":"John", "lastname":"Smith", "email":

[ "john@company.com"], "phone":["1234567890"], "sms":["8905671234"]}

userList = [userl, user2]

return userlList

You can use this in conjunction with a database query to dynamically create a list of user information.

See below for an example using the Builder.

User Data Created with the Builder

If you instead opt to use the builder, the builder object has a few extra methods that it can use besides
what were listed above.

» add() - will add all previous info as a single dictionary.

e build() - will return the completed list of dictionaries.

The builder object is used by calling consecutive methods on it. Using the same info as the example
above, you can add all of the contact info to the builder on a single line.

One Big Builder

builder.username("mary").email ([ 'mary@company.com']).add().username('john").firstnamg

While the above will work just fine, it may be a bit confusing to put together. However, you don't have
to add all of the users at once like that. You can instead break it up, making sure to call add at the end
of each user's information.

Breaking up the Builder




builder.username("mary").email ([ 'mary@company.com']).add()
builder.username('john').firstname('John').lastname('Smith").email(["'john@comapny.co

This can be really useful as it can allow you to add users one at a time, making use of flow control
methods like a for loop. You can then use external information, such as database records or Ignition's
built in user and security functions to determine who to add.

Looping through Users

data = system.db.runQuery("SELECT username, emailaddress, smsnumber FROM user info t4d
IIDBII)

for row in data:

builder.username(row[ "username"]).email([row[ "emailaddress"]]).sms([row["smsnumber"]

Once you have all of the appropriate contact information added to the builder, you then call build() on

the builder object. This will give us a new built object. We then return our userList as before. Using our

example from above:

Complete Builder Example

data = system.db.runQuery("SELECT username, emailaddress, smsnumber FROM user_info t4d
IIDBII)

for row 1in data:

builder.username(row[ "username"]).email([row[ "emailaddress"]]).sms([row["smsnumber"]

userList = builder.build()
return userList




Consolidation

Notification consolidation allows you to limit the number of notifications sent by specifying a delay
during which incoming events will be collected. When the delay expires, all events that have arrived
during the period of time will be sent together to the notification profile. The manner in which the
profile implements consolidation will vary, but in general the result will be a shorter message, or fewer

messages, than would have occurred otherwise.
Consolidation is defined with two parameters:

» Delay - How long to wait after the first eligible alarm arrives. This setting forces a pause before
sending a notification. The delay is used to protect against situations where an event might
generate many alarms together. In other words, if an alarm comes into the Notification Block, it
will be delayed for this amount of time in case there are other alarms arriving soon.

* Frequency - The max frequency with which the profile can send alarms. This setting forces a
pause after sending a notification. The frequency is used to ensure that contacts aren't notified

too often; for example, if an alarm is rapidly going in and out of the active state.
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This section assumes that alarms are configured. To learn more, go to Configuring Alarms,
Alarm Notification, and On-call Rosters.

How to Filter on Alarm Priority

You can create a filter for an alarm priority in an alarm notification pipeline that notifies a different list

of users based on the alarm's priority.

1. There are two pipeline blocks that can be used for filtering, either the Switch Block or the
Expression Block. The Switch Block allows you to switch on the priority, doing something
different for every single priority that exists. The Expression Block allows you to check for a
specific priority, and it returns either a “True’ or ‘False’ value. You can do something if it is “True’

and something else if it is ‘False’. This example uses the Expression Block.

Drag in the Expression Block in your pipeline, and connect the Start to the IN of the Expression
Block. You will notice that the Expression Block is going to return a ‘True’ or ‘False’ value.
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the Pipeline Property Editor,

click the curly brace icon > Main and select the ‘Priority’ expression. Priority is a placeholder until

you enter the priority value you want to filter on. When the alarm is triggered, it will be replaced

with the actual priority of that alarm.
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. Alarm priorities have predefined integer values for filtering and sorting. Because this value is an

int, you can test against it using =, <, >, >=, or <=. In this example, we are going to filter for all

alarms with a priority of Critical. Critical has a value of 4.

@ ALARM PRIORITIES
0 = Diagnostic
1=_Low

2 = Medium

3 = High

4 = Critical



Refer to Alarm Event Properties Reference for more information.

If the alarm priority is Critical, the alarm will go to the output pin of the 'True' value in the
Expression block. If the priority is not Critical, the alarm will go to the output pin of the 'False’
value. Notice, we are doing something different for each of these conditions.
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4. Drag in a Notification Block, and connect the 'True' output pin into the IN of the Notification
Block.

In the Pipeline Block Editor under the Notification tab, choose the notification type. On the
Contacts tab, under the On-call Roster icon, select the 'Critical’ list of people you want to

email.
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5. Drag in a second Notification Block, and connect the 'False' output into the IN of the Notification

Block..

In the Pipeline Block Editor, under the Notifications tab, choose the notification type. In the

Contacts tab, under the On-call Roster icon, select the 'Non Critical’ list. The Critical list is a

different list of people from the Non Critical list.
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This section assumes that alarms are configured. To learn more, go to Configuring Alarms,

Alarm Notification, and On-call Rosters.

How to Filter on Alarm Associated Data

Once associated data is added to an alarm, you can easily filter for associated data in an alarm
pipeline. It's possible to add associated data that can be either static or dynamic. Below is an example
of how to filter a notification pipeline based on associated data added to an alarm.

A WriteableFloat1 Tag is used for this example. Go to the Tag Browser, double click on
WriteableFloat1, the Tag Editor will open, and click Alarming. You'll notice this example has three
alarms setup. You can see the High Alarm configuration has Associated Data called 'Group’, and a
value of either Group A or Group B. We are going to use this associated data to filter the alarm
notification pipeline.
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Let's create a pipeline that filters on associated data.

1. There are two blocks that can be used for filtering, either the Switch Block or the Expression
Block. The Switch Block allows you to switch on a value and do something different for Group A
and Group B. The Expression Block does the same thing, but only returns values of ‘True’ or
‘False.’

For this example, drag in the Switch Block to your pipeline, and connect the Start Block to the
IN of the Switch block.
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. In the Pipeline Property Editor, you have to manually enter the expression because you will not

find any of the associated data properties in the dropdown list. Enter the name of the associated

data property in curly braces as follows, {Group}. The 'Group' associated data property acts as

a placeholder for the real values.
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. Next, you need to add some values to the expression. You can add as many values that you have

values for. Click on the green plus icon and add two values: ‘Group A’ and ‘Group B’.



Once you enter both values, you will have outputs in the Switch block for Group A, Group B, and

by default, Catch-all. Now you can notify a different list of people based on each Group.
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4. Drag a Notification Block into your pipeline, and connect the output of Group A in the Switch
block to the IN of the Notification block.

In the Pipeline Block Editor, under the Notification tab, choose Email as your notification type.

In the Contacts tab, under the On-call Roster icon, select the roster you want to notify (i.e.

Operators).
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5. Drag a second Notification Block to your pipeline, and connect Group B from the Switch block

to the IN on the second Notification block.

Choose Email as your notification type, and specify a different On-call Roster to notify a different

group of people (i.e. Production Supervisors).
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Now, you are notifying people based on Group A (Operators) and Group B (Production Supervisors)
by filtering on alarm associated data.
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Pipeline - Simple Loop
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This section assumes that alarms are configured. To learn more, go to Configuring Alarms,
Alarm Notification, and On-call Rosters.

How to Create a Looping Alarm Notification

You can create a loop in an alarm pipeline to notify users continuously until the alarm is dealt with. It is
important to pay close attention to your dropout conditions when you are creating a loop. If you
remove all dropout conditions the loop will continue until the alarm pipeline is manually stopped from
the Gateway Webpage.

There are two pipeline blocks that we need to create a loop. The Notification Block to send a
notification, and the Delay Block to create a pause between each notification.

In this example, we will use the default settings for the Dropout Conditions. All three options
(Acknowledged, Cleared, and Shelved) will remain checked.

1. Drag in the Notification Block in to your pipeline, and connect the Start to the IN handle of the
Notification block. You will need to set up your Notification block, but you can see more about that
on the Notification Block page. This will cause the pipeline to notify immediately then move on.
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. Connect the two blocks by dragging from the OUT handle of the Notification block to the Delay

block.

Now create a second connection by dragging from the OUT handle of the Delay block to the

Notification block.
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That's it! Now you have a pipeline that will notify immediately, wait 5 minutes, then notify again, and
repeat until one of the dropout conditions is met.

You can use this technique with escalation to notify five times then change to another pipeline.
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How to Setup Escalation Procedures

It is possible to setup escalation procedures in alarm notification pipelines in Ignition. The following
example will create a pipeline that notifies operators three times. If a user does not acknowledge the
alarm after the third time, the alarm escalates to the Production Supervisor’s on-call roster.

The following example requires that two separate on-call rosters have been configured ("Production
Supervisors" and "Operators"), as well as an email notification profile.

1. In the Project Browser under the Alarm Notification Pipelines, create a New Alarm Pipeline

called ‘Escalate’.

2. In order to keep track of how many times the operators get notified, create a counter using the
Set Property block inside your pipeline. Drag the Set Property Block to the Pipeline Workspace
and connect the START block to the IN of the Set Property block. In the Pipeline Block Editor, set
the Property Name to ‘numcCalls’ and initialize the Property Value to ‘0’.
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3. Drag the Notification Block to the Pipeline Workspace and connect the OUT from the Set
Property block to the IN of the Notification block.

In the Pipeline Block Editor, set the Notification to use 'Email' and set the Contacts to use the
'Operators' on-call roster.
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4. A Delay Block will be added so the operators have some time to respond to the alarm before
another notification is immediately sent out.

Drag in the Delay Block and connect the OUT from the Notification block to the IN of the Delay
block. In the Pipeline Block Editor, set the Delay property for '300' seconds. It will give the

operators 5 minutes to respond to the alarm before going to the next block.
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5. If the alarm is still active and not acknowledged, the counter will increment by 1. In order to
increment the counter, drag in another Set Property Block and connect the OUT of the
Notification block to the IN of the Set Property block. You can right click on the Set Property block

to reverse the orientation.

&) NoTE

A Note on Syntax

The Set Property Block's Property Value uses Ignition's Expression language. More
information on the Expression language can be found on the Expression Overview and
Syntax page.

In the Pipeline Block Editor, set the Property Name to ‘numCalls’. In the Property Value
Expression type in, {numCalls} + 1. In this expression, use the curly braces to refer to that

variable so the counter gets incremented by 1.
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6. The Expression Block will check to see if “numCalls’ is < 3'. Drag in an Expression Block to
your pipeline workspace and right click on the Expression block to reverse the orientation.
Connect the OUT of the Set Property block to the IN of the Expression block.
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Since the value of ‘numCalls is less than 3, the alarm event will follow the ‘“True’ path. Connect
the ‘True’ output to the Operator Notification block.
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7. If the 'numCalls is > 3', the alarm event will follow the 'False’ path and it will escalate to the
Production Supervisors.

Drag in another Notification Block and reverse the block orientation. In the Pipeline Block Editor,
set the Notification to use ‘Email’ and set the Contacts to use the ‘Production Supervisors’ on-
call roster.

Connect the ‘False’ pin to the IN of the Production Supervisors Notification block.
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As you can see, when the Escalate Pipeline sets the ‘numCalls’ variable to a value of 0, it's going to
notify the Operators on-call roster through email that the alarm is active. It will wait 5 minutes, and if
the alarm is still active, it will increment the counter by 1. This will repeat until the ‘numCalls’ is > 3.
After the 3rd time, if the alarm is still active and in the pipeline, then the Production Supervisors will be
notified. Keep in mind, that if the alarm at any point meets the dropout conditions, it will not go to the
next block of the pipeline.
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You can also use the Jump Block as your escalation instead of a second Notification Block. This
will allow you to jump into another complete pipeline when nobody answers.
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How Consolidation Works

Notification consolidation allows you to limit the number of notifications sent by specifying a delay
during which incoming events will be collected. When the delay expires, all events that have arrived
during the period of time will be sent together to the notification profile.
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Example

Once an alarm enters the Notification block in this pipeline, it will wait for Delay number of seconds (in

this case 15 seconds) before sending the alarm. If additional alarms enter this notification block, it will
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send using the Consolidated Message/Subject from the Notification tab depending on your
notification type.

Once an alarm has been sent, whether it was a consolidated notification or not, this Notification Block
will wait for Frequency number of seconds (in this case 60 seconds) before it can send another

email.

Note, that Consolidation only effects this pipeline. Any notification blocks in other pipelines will not be
effected.
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Monitoring the Pipeline Status

It's possible to monitor the status of your alarm notification pipelines to see exactly where your alarms
are in the notification process in Ignition. You can do this from the Ignition Gateway Webpage in your

browser.

1. Go to the Status tab of your Gateway webpage and on the left side of the navigation bar, click on
Systems > Alarm Pipelines. The Alarm Pipeline page will open and display the status of all your
Alarm Pipelines. This example shows five pipelines with one active pipeline for Basic Email and

four inactive pipelines.
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2. To see a detailed status of any of your alarm pipelines, click the Details tab for any of your
alarms. This example shows that the Basic Email pipeline has two active alarms. The Details
shows you the affected Source Path, Display Path, Pipeline Block, Status and the length of Time
stuck in a pipeline block. You can Cancel the alarm to delete it from the pipeline, and view the

logs by clicking on the Pipeline Logs tab.
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How long an alarm stays in the in the Alarm Pipeline Status depends on how the pipeline is
configured, the type of notification (i.e., Email, SMS or Voice), and what the pipeline is doing (i.e.,
notifying users, looping, caught in a delay, executing a script, etc.,).
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Customizing Alarm Notification

Personalizing Notifications

There are several modifications that can be made to notifications to fit specific needs or interests.

Notification Messages

When notifications are delivered, default messages are used. These messages state the time of the
event, the name of the alarm, the Display Path, and the state of the alarm. However, it is possible to
customize these messages. Each message can return the value for any configured alarm property, in
any order desired.

Information on customizing notification messages can be found on the Custom Email, SMS, and
Voice Scripts page.

Using a PIN

In the case of SMS and Voice, additional security may be desired as phones can easily be misplaced.
It is possible the phone may fall into the wrong hands. To address this, SMS and Voice notifications
may make use of a PIN. When enabled, the PIN must be entered before users will be able to

acknowledge alarms.

Examples and more details can be found on the User PIN for Voice page.

Multi-Language Support

Voice notifications may be delivered in several different languages, and multiple languages may be
supported on the same Gateway. Preferred languages are assigned to each user. When a notification
block is invoked, the roster information contains the preferred language of each user, and the correct

voice language is used.

More information can be found on the Voice Languages page.
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Introduction

Ignition has a built-in script that it uses when it sends out an alarm notification via Email, SMS, and
Voice. There is a different script for each notification type. Each notification type has it's own relevant
properties for configuration, although, some features are common to all profile types that you will soon

discover.

Alarm Notification Setup Requirements

Email, SMS and Voice scripts in Ignition are extremely easy to use and setup. Before you begin using
alarm notifications and customizing message scripts, you need to have Email, SMS and Voice
modules installed, alarm notification profiles created, and settings configured. It's best to run through
these alarm notification requirements before setting up your custom scripts so you have a smooth
implementation of alarm notifications. You only need to install the modules and the profiles that you
plan to use.

Alarm Notification Modules

The following modules can be found on the Ignition Downloads page.

o Email Notification Module

¢ SMS Notification Module
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¢ Voice Notification Module
o Text-to-Speech Voice (language)
Alarm Notification Profiles

Refer to each alarm notification profile below for how to create and modify a profile.

+ Email Notification Profile - Two-Way Acknowledgement is enabled here if you want users who

receive the alarm to acknowledge the alarm.
 SMS Notification Profile - Two-Way Acknowledgement is enabled here.

+ Voice Notification Profile - Acknowledgement of the alarm is part of the call script, and provided

as in instruction as part of the call.

+ User Profile - When setting up a Voice alarm notification, each user's profile requires a contact

telephone number and a Security PIN.

Alarm Notification Pipelines

o Alarm Notification Pipelines - Controls how alarm notifications are sent out.

Notification Roster

* On-Call Rosters - The group of users that will receive the alarm notifications. On-Call Rosters

are available in the Contacts tab of the Notification Block.

Methods of Customizing Message Scripts and Sending
Notifications

You can configure and customize scripts for Email, SMS, and Voice in two locations:

+ The Alarm Configuration section of the Tag Editor
* The Notification Block of the alarm pipeline.
Things to Know About the Pipeline Notification Block

Every Notification Block in a pipeline has to have a message to send out. Here, you have all the alarm
properties to select from to build and test your script. You can specify your Contacts, and enable
Consolidation all from the same screen.

Things to Know About Using the alarm Configuration in the Tag Editor

The Alarm Configuration has fields to override the message sent from a Pipeline's Notification Block.

This is particularly useful if your alarm has a dynamic Pipeline or is being sent to multiple Pipelines. If



you're creating your alarm notification for the first time, make sure to specify a Pipeline for the alarm to
use.

Q Tie

The alarm's Custom Message property takes precedence over any Notification Block in a

pipeline.

Methods of Sending Notifications

There are two methods of sending out alarm notifications:

¢ One notification per alarm

» Notification consolidation (i.e. multiple alarms in a single Email or SMS)
By default, alarm notifications are sent out one message for each alarm.

If you want to use Consolidation, you can use the default Consolidated Message script or create a
custom script using the alarm properties. Consolidation is enabled in the Notification Block. When

enabled, multiple alarm events are sent together in one message.

Default Message Scripts

Each alarm notification type has a default message script. The Email and SMS default message script
is found in the Notification Block shown below. For Voice, the default call script is located in the Voice

Notification Profile.

Default Message Script

At {eventTime|hh:mm:ss}, alarm "{name}" at
"{displayPath}" transitioned to {eventState}

You can override the default message script on a per alarm basis by simply creating a Custom

Message script.

@ CUSTOM MESSAGE ALWAYS TAKES PRECEDENCE OVER THE DEFAULT MESSAGE

All alarm notification types allow you to define a custom message. If a custom message is
created, it will be used instead of the default message in the script.



The following sections describe how to use the default message scripts, build your own custom
message scripts, and send out alarm notifications for Email, SMS, and Voice.

Email

Email notifications are the most common method of sending alarm notifications.

Customizing Email Message Scripts using Alarm Configuration in the Tag
Editor

1. To customize an Email alarm notification, select your Tag, and go to the Alarm Configuration
screen. Scroll down and you will see Notifications, Email Notification Properties, SMS
Notification Properties, and Phone Call Settings.

2. In the Notification section, you can specify the name of the alarm pipeline that you want to
trigger when an alarm becomes Active, Cleared and Acknowledged. Simply enter the name of the
alarm pipeline next to the relevant state you want the email sent out from. This example uses the

‘Basic Email’ pipeline, and the alarm is triggered on the 'Active’ state.
3. Enter a Custom Subject called 'Ignition Alarm'.

4. Create your Custom Message. You can use static text, bring in Tag values and special alarm
properties. You can even bind a particular property to an expression to concatenate a string that
is using other values that are in the system. This example displays the alarm name, state, and

time in hours, minutes, and seconds.

Custom Message Script

The "{name}" alarm became {eventState} at {eventTime|hh:mm:ss} with a value of
"{Value}"

Notice that when you select any fields in the Alarm Configuration, the Description Area at the
bottom of the window displays details about the property's behavior.

5. When complete, press OK.
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6. In the Pipeline Notification Block, go to the Contacts tab, and select the On-Call Roster that

you want to send alarm notifications to.

7. If Consolidation is required, enable Consolidation and edit the Delay and Frequency settings.

o Delay - How long to wait after the first eligible alarm arrives.

o Frequency - Maximum frequency with which the profile can send alarms.

For more information on the Delay and Frequency settings, refer to Consolidation.

Customizing Email Message Scripts using the Pipeline Notification Block

1. Click on the Notification Block of your pipeline, and choose Email. You can see all the default

Email settings for each field in the Notification Block. Click on the Link icon next to the Message

field to expand the script.
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2. Here, you can customize the default message script using the built-in alarm properties. Click on

the Curly Braces icon to see a list of properties to help you build your custom message script.
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3. If you want to use Consolidation, you can use the default Consolidated Message script or
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create a custom script using the alarm properties. Click on the Link icon to expand the

Consolidated Message script.
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4. If required, go to the Consolidation tab, and enable Consolidation. When enabled, multiple

alarm events are sent together in one email, which results in fewer messages being sent out. For
more information on the Delay and Frequency settings, refer to Consolidation.
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5. Next, from the Contacts tab, choose the On-Call Roster that you want to send email

notifications too.
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SMS works the same way as Email except for a few subtle differences.

Customizing SMS Message Scripts in the Alarm Configuration of the Tag
Editor

1. To customize an SMS alarm notification, select your Tag, and go to the Alarm Configuration.
Scroll down to SMS Notification Properties.

2. In the Notification section, specify the name of the alarm pipeline that you want to use when the
alarm becomes Active, Cleared and Acknowledged. In this example, the name of the pipeline is
‘Basic Email’ and is triggered on the 'Active’ state.

3. Enter your Custom Message script or use the default script. You will notice there is no Subject,
only a Custom Message.

4. When you're finished customizing the alarm configuration, click OK.
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5. Go to the Pipeline Notification Block and from the Contacts tab, choose the On-Call
Roster that you want to send alarm notifications too.

6. If required, go to the Consolidation tab, and enable Consolidation. You can use the default
Consolidated Message script or customize the script. Set the Delay and Frequency settings.

Customizing SMS Message Scripts in the Pipeline Notification Block

Another way to customize the default SMS alarm notification is to build your custom message in the
Pipeline Notification Block.

1. Click on the Notification Block of your pipeline, and choose SMS. You can see all the default

SMS settings in the Notification Block. Click on the Message link icon to expand the script.
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2. You can either use the default message script or customize one using the alarm properties. Click

on the Curly Braces to see a list of available properties.
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3. Like Email, use the Consolidated Message when multiple alarm events are sent together.

In SMS, click on the Throttled Message link icon to expand the consolidated script. You can

either use the default script or create your own custom message using the alarm properties.
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4. From the Contacts tab, choose the On-Call Roster that you want to send alarm notifications too.

5. If required, go to the Consolidation tab, and enable Consolidation. Enter

your Delay and Frequency settings.
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The Voice Notification Module lets you deliver alarm notifications to users via telephone.

SIP and VOIP

Voice calls are delivered through any SIP compatible phone system. No dedicated hardware is
required. Using a hosted service like Skype is the quickest way to implement the Voice Notification

Module. For more information on how to configure any SIP compatible phone system, refer to the

Voice Notification Profile.



Voice Call Script

The voice message played to the the user during the phone call is defined in the call script which is
located in the Voice Notification Profile. The voice message is built off a message template that can
reference properties in the alarm. Be aware that the voice message is shared across all voice
notification profiles. If you define a custom message, it will be used instead of the default message in
the call script. Use the following steps to access the default call message template and create your
own voice call script.

1. Go to the Configure page and select Alarming > Notification.

General

Journal

¢t Motification
On-Call Rosters
Schedules

2. This opens the Alarm Notification Profiles. Next to the Voice Notification Profile, click More and

select Manage Scripts from the dropdown.

Alarm Notification Profiles

Name Description Enabled Type Status

Email true Email Motification Running

Email 1 true Email Motification Running

Voice true VYOIP Voice Notification Registepad with UWOTD Mot

SMS true SMS Notification Running delete ﬂ

manage sCnpts

= Create new Alarm Notification Profile... delete

=+ Test Pipelines and Motification Profiles...

3. Select your preferred language script and click Edit.



scripts

Language Country

English General m
Italian General delete m
French General delete m
Spanish General delete m

=» Create new script...

4. Edit the voice message script and click Save Changes.

New in 7.9.12 You can stop any of these Call Scripts from being read by removing all text in
that field.



Edit script

Language

English (General) v

(default: en)

Greeting Hello, this is an Ignition alarm notification.
PIN Ch — Please enter your pin, followed by the pound sign.
Amessage asking the user to enter their PIN number. Must instruct them to press '#' when finished.
Non-PIN Please press any key to continue.
Chalicagc When a PIN is not required, this message is played to instruct the users to press any key to continue.
Invalid PIN Invalid pin number.
There are %d events.
Summary . . .
When there are multiple alarms, this message will be played to tell the user how many to expect. It must
include the placeholder '%d’ somewhere in the message.
At {eventTime|hh:mm:ssh, alarm named {name} became {eventState} with a value of {eventValue}
ge The message to play for active alarms. This message can reference properties of alarms by using syntax like "
{propertyName}".
At {eventTime|hh:mm:ssh, alarm named {name} became {eventState} with a value of {eventValue}
LT age The message to play for cleared alarms. This message can reference properties of alarms by using syntax like
"{propertyName}"
Option 1: Press 1 to acknowledge
s the user to press '1" to ackn 5
& Tells th press 'y’ knowledge
Ack Alarm has been acknowledged.
Lo Tells the user that the alarm event has been successfully acknowledged.
Son 2: | Press 2 to ignore
Tells the user to press '2' to ignore/bypass the alarm.
l -
m I Alarm has been ignored.
Son 2 . Press 3 to repeat
Tells the user to press '3’ to repeat the last message.
Closing Thank you, goodbye,

Save Changes



L ]
Configuring the Voice Call Script

The Voice Notification system is primarily accessed through the Notification Block. The only settings
you can configure in the Alarm Configuration section is the Custom Message, and the Alarm Pipeline
which defines what state you want to trigger the alarm. All Voice settings that you need to configure
are in the Notification Block.

1. Click on the Notification Block of your pipeline, and choose Voice.
2. Configure each setting for your Voice alarm notification, as required.

o PIN Required - If required, the user will need a PIN to hear the alarm notification. PINs are

defined in the user's profile.

o Allow Acknowledgement - If Acknowledgement is not required, users will only be allowed to
listen to an alarm and not acknowledge them.

o Retries per Contact - Number attempts to contact user by phone.
o Delay between Calls - Creates a delay between each contact for each alarm. For most
phone systems, a delay of 1 second is recommended.

o Test Mode - If enabled, messages will be logged to the console indicating when and to
whom calls would have been made without actually making a call.

3. This example shows how you might configure your Voice settings, but it depends primarily on

your business requirements.

(o]

PIN Required - True

o

Allow Acknowledgement - True

(o]

Retries per Contact - 1

[e]

Delay between Retries - 1

Test Mode - False

o
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4. From the Contacts tab, specify your On-Call Roster. Users in the Voice On-Call Roster must
have a telephone number, and an established PIN in their user profile.

5. Voice notification supports message consolidation. If required, enable Consolidation and

enter Delay and Frequency settings.



This is documentation for Ignition 7.9, which is no longer actively maintained.

For documentation on the latest stable release, see the latest version (8.3).

User PIN for Voice

You can force an operator to enter a personal identification number (PIN) in order to hear a Voice

alarm notification message. It's a good idea to validate that the person who is receiving the Voice

alarm is the person they say they are by entering their PIN.

When alarms are sent out via Voice, you typically want an operator to acknowledge the alarm by
pressing ‘1’ on their phone. Requiring a PIN also prevents other people who might be sharing a phone
from acknowledging important alarms.

It is easy to setup Security PINs in Ignition in a couple simple steps. First, a PIN number will need to

be created in each user’s profile to listen to Voice messages. The second step is to configure the
Voice.

User Profile

Let's begin by configuring a Security PIN for each user that will be receiving a Voice message and

acknowledging SMS alarm messages.

1. Go to the Gateway Configure page, Security > Users, Roles, and under default user sources,
select the manage users link.

User Sources
Name Type Description
default Internal  This is the default and always present internal authentication T
profile. T
opcua-module Internal  OPC-UA clients will authenticate against this profile by default. More m

2. Here you will see list of all your users. For every user that is using Voice and/or SMS alarm
notifications, you will need to edit their user profile to create a PIN. Select the Edit link for one of

your users.


https://www.docs.inductiveautomation.com/docs/8.3/intro

Manage Users and Roles for Profile 'default’

Uzers Roles
Username Name Roles Contact Info Schedule
admin Maria Administrators, Operator, email: admin@inductiveautomation.com, phene:  Always Edit
Administrator B00-266-7T98
Delete
guest Users, Prod_Sups Always Edit
Delete
janedoe  Jane Doe Operator email: jane_doe@mailinator.com Weekday Day Edit
Shift
Delete

3. The user profile screen will open. Scroll down to the bottom of the screen, and make sure the
contact information for Email and Phone is up-to-date.

Create a 4-digit Security Pin, and press Save Changes.

Now, this PIN is associated with this user.

T}'pE Value ':'
E-Mail admin@inductiveautomation.com Up/
Dowmn
Delete
Phone 800-266-7798 Up
/ Down
Delete
Add Contact Info
Extended Properties
Security PIN 1234
< Cancel

Save Changes



Voice Notification Profile

The next step is to configure the Voice Notification Profile to require a PIN.

1. In Designer, go to your Alarm Notification Pipelines and open your pipeline. This example

uses the Basic Email pipeline. Select the Notification Block in the workspace.

2. Click on the Notification tab, and choose Voice.

3. You'll see several settings for Voice. Set the Required PIN to 'true’.

Now, when the operator receives a call, they will have to type in their PIN number followed by the

pound sign to hear the message.
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This is documentation for Ignition 7.9, which is no longer actively maintained.

For documentation on the latest stable release, see the latest version (8.3).

Voice Languages

INDUCTIVE
“ %% UNIVERSITY
Voice Languages
Watch the video

Voice Languages Overview

When alarm events happen, Ignition uses the Voice Notification Module and the voice language
modules to send alarm messages. The Voice Notification Module supports making calls using male
and female voices in multiple languages. The language modules (i.e., English, Spanish, Italian, etc.)

contain the text to speech engine that is specific for that language and gender.

You can download these modules from Inductive Automation's Downloads page on the website,

and install them in your Gateway.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://inductiveuniversity.com/video/voice-languages/7.9
https://inductiveautomation.com/downloads/ignition
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The following table shows a list of the current Text-to-Speech voices that you can download after you
have the Voice Notification Module installed. To download Text-to-Speech voices, go to the

Knowledge Base article on Voice Notification Downloads where you can also find some good
information.

Voices Languages
Katherine English
Laura Italian

Sara Spanish
Suzanne French

Alex German


https://support.inductiveautomation.com/hc/en-us/articles/360047599091-Voice-Notification-Downloads

Once you have installed the voice modules, you can configure the voice scripts for any language in
the voice notification module. For example, you may want to have a different script that gets sent out

when you’re calling someone in English verses someone that you're calling in Spanish.

&) NoTE

Important!

On this page we mention "scripts" a lot. These scripts have nothing to do with the scripting
language (Python) that you write code with. When we say "script" on this page, we are talking
about a speech or a dialog for Ignition to read to your users over the phone.

Modifying a Voice Notification Script

From the Voice Notification Profiles page, you can manage your voice scripts. Two examples are

provided here; one in English, and the other in Spanish.

1. Go to your Gateway Configure page, and select Alarming > Notification. To the right of the

Voice Notification Profile, click on the manage scripts link.

Alarm Notification Profiles

Name Description Enabled Type Status

Email true Email Motification Running delete ﬂ

Email 1 true Email Motification Running delete m

SM5 true SMS Motification Running delete ﬂ

Voice true VOIP Voice Motification Regis More w m
manage scripts |

o ) delete
=+ Create new Alarm Motification Profile...

= Test Pipelines and Motification Profiles...

2. Here, you can manage all the scripts for every language, and can even create new scripts. The
languages that come with Ignition are English, Italian, French and Spanish. There are a host of
other languages that Ignition supports. For this example, click on the edit link for the English

language.


https://www.docs.inductiveautomation.com/docs/7.9/getting-started/installing-and-upgrading/installing-or-upgrading-a-module

scripts

Language Country

English General ﬂ
Italian General delete

French General delete ﬂ
Spanish General delete m

= Create new script...

3. Default voice scripts are the same in all supported languages. This is the default script for
English. It consists of a number of little scripts. Each script is what the recipient of the call will
hear over the phone. These are instructions informing the recipient of one or more the alarm(s)
depending on how the alarm notification is configured. When you receive a voice notification, you

will hear each script or instruction one at a time.

For example, the first script you will hear is “Hello this is an Ignition alarm notification” which, of
course, is the greeting. It will then go through each script and inform the recipient of the alarm
name, date and time of the alarm, alarm status, and how to acknowledge the alarm. You can edit
this default script to your requirements. When you're finished editing, click Save Changes.



Edit script

Lan English (General) v
(default: en)
Call Script
Greeting Hello, this is an Ignition alarm notification.
PIN Ch — Please enter your pin, followed by the pound sign.
Amessage asking the user to enter their PIN number. Must instruct them to press "#' when finished.
Non-PIN Please press any key to continue.
el When a PIN is not required, this message is played to instruct the users to press any key to continue.
Invalid PIN Invalid pin number,
There are %d events.
N When there are multiple alarms, this message will be played to tell the user how many to expect. It must include the placeholder
'%6d' somewhere in the message.
! M - At {eventTime/hhimmiss}, alarm named {[name} became {eventState} with a value of {eventValue}
The message to play for active alarms. This message can reference properties of alarms by using syntax like “{propertyName}",
Clear At {eventTime|hh:mm:ss}, alarm named {name} became {eventState} with a value of {eventValue}
The message to play for cleared alarms. This message can reference properties of alarms by using syntax like "{propertyName}".
Option 1: Press 1to acknowledge

cinowfedge Tells the user to press "1’ to acknowledge.

Acknowledge Alarm has been acknowledged.
Confirmation

Tells the user that the alarm event has been successfully acknowledged.
Option 2:1 Press 2 to ignore

Tells the user to press "2' to ignore/bypass the alarm.
Ignore Alarm has been ignored.

P t

Option 3: Repeat ress 3 to repea

Tells the user to press '3' to repeat the last message,
Closing Thank you, goodbye.

Save Changes



4. Here is an example of the default scripts in Spanish. Once again, you can edit the scripts to your
requirements. When editing is complete, click Save Changes.

Edit script
e Spanish (General) A
(default: en)
Greeting Hola esta es una notificacién de alarma.
PINC nge Por favor, introduzca su ndmero de PIN seguido de la tecla numeral.
A message asking the user to enter their PIN number. Must instruct them to press '#' when finished.
Non-PIN Presione cualquier nimero para continuar.
Challenge When a PIN is not required, this message is played to instruct the users to press any key to continue.
Invalid PIN Ese nimero PIN es incorrecto.
Hay %d alarmas.
Summary . ; . ;
When there are multiple alarms, this message will be played to tell the user how many to expect. It must include the placeholder
‘4ad' somewhere in the message.
. | — A la hora {eventTime|/hh:mm:ss} la alarma llamada {name} se convirtid {eventState} con un valor de {eventValue}.
The message to play for active alarms. This message can reference properties of alarms by using syntax like "{propertyMame}".
Clear M Ala hora {eventTime|hh:mm:ss} la alarma llamada {name} se convirtié {eventState} con un valor de {eventValue}.
The message to play for cleared alarms. This message can reference properties of alarms by using syntax like "{propertyName}”.
ion 1: Presione 1 para confirmar la alarma.
L ge Tells the user to press "1' to acknowledge.
Acknowledge La alarma ha sido confirmada.
Lo ton Tells the user that the alarm event has been successfully acknowledged.
Ontion 2: | Presione 2 para ignorar la alarma.
Tells the user to press '2' to ignore/bypass the alarm.
E;;e ion La alarma ha sido ignorada.
Presione 3 para repetir el mensaje.
Option 3: Repeat
Tells the user to press '3’ to repeat the last message.
Closing Gracias, adios.

You can attach a different script for any language that Ignition supports depending on the user,
and whatever that user is setup to do. So, if the script is in Spanish, the user will receive the voice

notification in Spanish assuming the Spanish voice module is installed in Ignition.



5. Once you have the appropriate voice module and language module(s) installed, go to Security >
Users and Roles. Select the manage users link for the default user source.

User Sources

Name Type Description

default Internal  This is the default and always present internal authentication profile.

opcua-module Internal  OPC-UA clients will authenticate against this profile by default.

6. You can edit every single user, and put each user into a different language, as long as the
language that you select for each user has the voice module for the language installed. In this
example, let’s edit a user named Sally. Put Sally into the Spanish language. If the voice module is
installed for the Spanish language, Ignition will automatically choose the Spanish script.

Manage Users and Roles for Profile 'default’

Uzers Roles

Edit user "admin"

User Properties

Username admin
s " Check this box to changs the existi rd
Passwiord? ) Check this box to change the existing password.
LCaOwVTS 3O III_IﬂL'VljﬂJI -
Lietuvil]
Pl Lietuvil (Lietuva)
Malti
Malti (Malta)
Password Mederlands ]
Nederlands (Belgig)
Mederlands (Mederland)
Sloventina
First Name Sloventina [Slovenska republika)

Slovenstina
Sloven&tina (Slovenija)
Srpski (Latin)

Srpski (Latin,Bosna i Hercegovina)
Srpski [Latin,Crna Gora)
Srpski {Latin,Srbija)
Tiéng Vit

Tiéng Viét (Viét Mam)
Tiirkge

Tiirkge (Tirkiye)
Schedule catala

Last Name

¥ Dperator Ll Test_Group

Roles " Prod_Sups L Users

Language espaiiol v

Notes




Now, when the alarm notification is received, the voice message will be in Spanish. You can also
change a user's language preferences from the User Management component.


https://www.docs.inductiveautomation.com/docs/7.9/appendix/components/admin/user-management

This is documentation for Ignition 7.9, which is no longer actively maintained.

For documentation on the latest stable release, see the latest version (8.3).

Alarm Journal

By default, current alarm data is only stored in memory, and a finite number of events are retained for
each alarm. Fortunately, Ignition can easily be configured to store alarm data into a SQL database
with an Alarm Journal Profile. The journal can store basic data about alarms that have occurred, such
as their source and timestamp, associated data on the alarm, and the values of the alarm's properties
at the time the event occurred. The alarm journal is used by the Alarm Journal Table component,

and can be accessed through scripting functions and direct database queries.

The Gateway can have more than one Alarm Journal. Alarm Journals have options to filter which
Alarms are stored in the journal, therefore by having more than one alarm journal configured on the
Gateway, it is possible to store some alarms in one journal, and different alarms in another journal.

Once configured, the Journal can be accessed by the Alarm Journal Table component, scripting

functions, or direct database queries.

Store Alarms

Create a single Alarm Journal to store all of your alarms, or create multiple Journals to store alarms
across multiple databases. Each Journal stores alarms based on the filters you set up, and can prune

data automatically after a set time limit.


https://www.docs.inductiveautomation.com/docs/8.3/intro
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& admin Sign Out

M STATUS £ CONFIGURE

Alarm Journal Profiles

Overview
Backup/Restore Name Datasource
Licensing Administrative_Alarms Test i m
Modules
Projects Journal Test P m
Redundancy delete
Gateway Settings

Packaging_Area Test elete m
Gateway Network
Email Settings =+ Create new Alarm Journal Profile...

Because the Alarm Journal uses a SQL database to log alarm events, any application that has access
to the database can retrieve journal data. Alarm events can be made freely available outside of
Ignition, and integrated into other software packages. Additionally, other applications can write to the
same tables, so Ignition applications can monitor activity in other systems.

While a SQL query will return data from the journal, the Alarm Journal Table component will
automatically do so without manually writing a query. The component can filter on both Display Path
and Source Path, as well as Date Range. The component can be configured to a single Journal

Profile, so multiple instances of the component in the same project may look at different profiles.

Event Titne Display Path Event State  EwentValue
246 322 AW Gen SimfSinefSineiPositive Value  Clear -31724 E
2416 8:21 AWM Gen SimiSinefSinediPositive Walue  Active 4.2085

246 8:21 AWM Gen SimiSinerSineiPositive Walue  Ack

G416 8:21 AWM Gen SimiSinelSinediPositive Value  Clear -3.1514

246 320 AWM Gen SimfSinefSineiPositive Value  Active 2.0942 E|
a3 events ¢ PP

More information on this component can be found on the Alarm Journal Table Component page.
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Journal Properties and Tables
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Watch the video

Alarm Journal

In Ignition, an Alarm Journal stores historical information about alarms in a database. It can store
basic data about alarms that have occurred, such as their source and timestamp, along with
associated data on the alarm, and the values of the alarm's properties at the time the event occurred.
The Alarm Journal is used by the Alarm Journal Table component that can be accessed through

scripting functions and direct database queries.

To Create a New Alarm Journal Profile

1. Go to the Configure section of the Gateway.

2. Choose Alarming > Journal from the menu on the left. The Alarm Journal Profiles page is
displayed.

3. Look for the blue arrow and click on Create new Alarm Journal Profile.... The New Alarm

Journal Profiles page is displayed.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://www.inductiveuniversity.com/video/create-alarm-journal-profile/7.9
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Gateway Settings

I = Create new Alarm Journal Profile... I

4. New in 7.9.13 Ignition Gateways can now create an Internal Alarm Journal Profile, which stores
journal entries in the Gateway's internal database as well as an external SQL database. You can
store alarm_events_data and alarm_events in the SQLite table.

To create an Internal Alarm Journal Profile, select Internal as shown in the image below. Click
Next.

Add Alarm Journal Profile Step 1: Choose Type

Database

Alarm journal events will be logged into an external database.

*  Internal

Alarm journal events will be logged into a SQLite database file, local to the gateway.

5. Fill in the fields and click the Create New Alarm Journal Profile button at the bottom of the

page. Once completed, the tables will be created for you once an alarm event occurs. It's a good

idea to trigger a test alarm and verify that Ignition automatically created the tables in the database
after your Alarm Journal Profile was created.

Verify the Alarm Journal tables were created.

You can easily verify the Alarm Journal tables from the Ignition Designer. Open it and go to the menu
bar and select Tools > Database Query Browser.



Tools | Help
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The two tables that Ignition automatically creates are the alarm_events and alarm_

event_data. Alarm

events consist of two main types of data: the primary information about the alarm, such as transition

state, time, etc., and the event data. If you don’t see these two tables in your datab
make an alarm occur after the Alarm Journal Profile is created. Make the alarm Act
Clear, Acknowledge it, and you will start seeing information come into these tables.
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The alarm_event_data is all the associated data that is associated with each alarm.
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You will want to look into the Database Query Browser to simply verify that the information is there.

Once the information is there, close the Database Query Browser.

G NoTE

If the tables were not created, check the Gateway console page for any errors.




UDT Parameter Binding on a Label Alarm Property

When using UDT parameters in an alarm binding on a Label property, values are recorded in the
Alarm Journal Table when the Static Config property is enabled. If there are not any other types of
property references in the binding, then the Alarm Journal will not record UDT parameter changes

unless Static Config is enabled.

Reference

Journal Options

Most Journal Options are in both the external Database and Internal SQLite databases, but there are
few that are not. Be sure to check the Database and Internal columns in the table below to see if that

journal option is used.



Main

Property Description Database Internal
Name The default name is Journal. X X
Enabled By default the journal profile is enabled. X X

This is the ONLY required setting which must be
Datasource a valid database connection, events are stored to X
this datasource.

Description Description of the Alarm Journal Profile. X X

Only events equal to or greater than the specified
. o priority will be stored. The default is Low. You can
Minimum Priority X X
set the priority to be: Diagnostic, Low, Medium,

High, and Critical.

Not enabled by default. If enabled, events
Store Shelved

generated by "shelved" alarms will still be written X X
Events )

to the journal system.

Enabled by default, which means the alarm

journaled events will be stored through the Store
Use Store and and Forward system. If not enabled, they will be v
Forward stored directly against the database. This system

protects data from being lost due to temporary
database connectivity issues.

Stored Event Data

Alarm events consist of two main types of data: the primary information about the alarm, such as
transition state and time, and the event data. The following settings specify what type of event data is

stored:



Property

Static Config

Dynamic Config

Static Associated
Data

Dynamic

Associated Data

Data Filters

@ INFO

Description Database

By default, it is not selected. If selected, will store
the values of static alarm configuration. That is,
the alarm properties that are not bound. These
do not change during evaluation, only when a
user modifies them in the Designer, and so they
are not stored by default.

If selected, will store the values of dynamically

bound alarm configuration properties. The value

of these properties can change at any time, and X
the values at the time of the alarm are captured

on the alarm event.

If selected, will store the values of non-bound
associated data (properties created by the user)
properties on alarm that do not change during

execution.

If selected, will store the values of dynamically
bound associated data (properties created by the X
user) properties.

Internal

The following three properties interact via logical AND, meaning an alarm must meet the criteria

for all three for it to be logged in the Journal. Thus, if you supply values for all three Data Filer

properties, then an alarm must match the Filter by Alarm Source, Filter by Display Path, and

Filter by Display Path or Source properties.

Example: if a Journal has values for all three properties, and an alarm only meets the

requirements for Filter by Alarm Source and Filter by Display Path or Source, but not Filter

by Display Path, then the alarm will not be logged to the Journal.

If you want to filter on both the Display Path and Source Path, you would want to use only one of

the two following approaches:

o Filter by Alarm Source and Filter by Display Path



o Only use Filter by Display Path or Source

It is recommended to avoid using all three properties simultaneously on the same Journal.

Property

Filter by Alarm
Source

Filter by Display
Path

Filter by Display
Path or Source

Data Pruning

Property

Enable Data

Pruning

Prune Age

Prune Age Units

Description Database

Only events matching the source will be stored.
Multiple sources to match can be comma
separated. Leave blank to store events from all

sources.

Only events matching the display path will be
stored. Multiple display paths to match can be o
comma separated. Leave blank to store events

from all display paths.

Only events matching the display path, if

defined, will be stored. Multiple matches can be
comma separated. If no display path is defined, X
only events matching the source will be stored.

Leave blank to store all events.

Description Database

Default is not enabled. If selected, data will be
deleted after the specified time period as set by
the Prune Age and Units below. Note that since
the data is stored directly in a database, an
administrator is free to manually delete data at

any time.

The number of Prune Age Units to store data for.
IE: 1 year, 5 hours, etc. The default is 1.

The default is YEAR. You can choose the unit to
be MS, SEC, MIN, HOUR, DAY, WEEK, MONTH, X
and YEAR.

Internal

Internal



Advanced

These settings let you specify your own table names. This is especially useful when trying to use
multiple alarm profiles within a single database (not common, but can happen, especially with multiple

systems sharing a single database).

Property Description Database Internal

The default is alarm_events. The table name

Table Name

for the core event table.
Event Data Table The default is alarm_event_data. The table .
Name name for event data associated with alarms.

Table Definitions

The alarm journal system will automatically create the necessary tables for you, and scripting
functions can be used to query the system without having to know about the table structure. However,
understanding the structure of the alarm journal tables can be useful for accessing the data in
situations where SQL queries are more convenient.

Alarm Events (alarm_events)

This table stores the core data for each event that occurs. An event is a transition for an alarm
between active, cleared, or acknowledged. Additionally, other events may be stored in this table that
aren't directly related to an alarm, such as a system shutdown event. This table defines a primary key
"id", that is used as a foreign key by the Alarm Event Data table, which stores additional information
for each event.



Column Name

eventid

source

display path

priority

eventtype

eventflags

Data
Type

integer

string

string

string

integer

integer

integer

Description

A unique integer id for each event entry event.

The UUID of the alarm event that this individual event is
related to. Each alarm event (one particular active/clear/ack
cycle of a defined alarm) receives a unique id in order to
distinguish it from other events from the same source.

The qualified path of the entity that generated the alarm event.
See below for more information about qualified paths.

The value set for the "Display Path" of the alarm. Generally a
user defined, friendlier version of the source.

The priority or severity of the alarm:

- 0: Diagnostic

-1: Low

- 2: Medium

- 3: High

- 4: Critical

The type of transition represented by this event:

- 0: Active

- 1: Clear

- 2: Acknowledgement

A numeric bitmask flag field providing additional information

about the event.

- Bit 0: System Event - One of the designated system events.
(System Startup, System Shutdown)



Data L
Column Name Description

Type
- Bit 1: Shelved Event - The alarm was "shelved" at the time
that the event occurred. Shelving alarms does not prevent
execution, so if the journal is configured to store shelved
events, they will be stored even if they're not sent to the
notification system, or shown to users.

- Bit 2: System Acknowledgement - When the "live event limit"
(defined in general alarm settings) is exceeded, the system will
automatically acknowledge overflow events, and the
acknowledgment event will have this flag set.

- Bit 3: Acknowledge Event - The event was acknowledged at
the time of the event. For events that are cleared after being
acknowledged.

- Bit 4: Cleared Event - The event was cleared at the time of
the event. For alarms that are acknowledged after being
cleared.

eventtime datetime The time of the event.

Alarm Event Data (alarm_event_data)

This table stores the properties associated with an alarm event. The individual event is referenced
through the ID column, against the alarm event table.



Column Name Data Type

id integer

propname string

dtype integer

) integer/float

intvalue/floatvalue/strvalue .
(double)/string

Qualified Paths

Description

The id that corresponds to the alarm event in

the alarm_events table.

The name of the property. May be one of the
common alarm properties (a configuration
setting), or the name of an associated data
property.

The data type of the property, indicating which
data column should be used:

- 0: Integer

- 1: Float

- 2: String

The corresponding value columns for the
property. Unused columns will receive "null"

values.

A qualified path in Ignition is a path to an object, described by various annotated components. Each

component has a type identifier and a value, separated by a colon (:), and each component is

separated by colon-forward slash (:/). For example, an alarm is identified by alm:Alarm Name. It

usually exists under a Tag, in which case its fuller path would be tag:Path/To/Tag:/alm:Alarm

Name . Paths can be built up further depending on the level of specificity required by the situation.



This is documentation for Ignition 7.9, which is no longer actively maintained.

For documentation on the latest stable release, see the latest version (8.3).
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Watch the video

The Alarm Journal Table component provides a built-in view to explore alarm history that has been
stored in your database. Before viewing alarm history, you must first tell Ignition to log alarms in your
database by creating your Alarm Journal Profile.

@ NoTE

To view alarm history, an Alarm Journal Profile and alarms must first be configured. To learn

more, go to Configuring Alarms, and the Alarm Journal Table in the Appendix.

Alarm Journal Table Component

There is a pre-built component in Ignition called the Alarm Journal Table that allows the database to
see alarm history. In the Component Palette, under Alarming, drag the Alarm Journal Table

component to your window and you’ll see the history of all the alarms that occurred.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://inductiveuniversity.com/video/alarm-journal-component/7.9
https://www.docs.inductiveautomation.com/docs/7.9/appendix/components/alarming/alarm-journal-table

Fle Edit View Project Component Alignment Shape Tools Help

BEralblB B iD-bP - SRS QAQAAIEESELANS (0 b 8[F ST h o & =

ElR

Property Editor
E Commen
Name

s
=

Enabled
visible
Border

El Behavior
Journal Name
Start Date &'
End Date &
Read Timeout
Touchstreen Mode

Data

Appearance

El Filters
System Events
Active Events
Cleated Events
Aked Events
Source Filter
Provider Filter
Display Path Filter
Searth String
Min Priority
Max Priority

Ll

Alarm Journal
M true
M true

Mo Border

<autor

=

19

[
g8&

03062016 00:00:00 -
03/07/2016 23:59:59 ..

Single-Glick

M true
M true
& true
M true

Diagnostic
Critical

60,000

Project Browser @ B X
=+ [T Alarm Joumnal
- [] Roat Container
< Alarm Journal &
& Date Range
Tay Brawser @ B X
RABE - & -¥WMa I
T WiiteahleDauble2 0] F=
. WriteableFloatl o o i
= WiiteableFloats & 1
| i ]
a8 X

eE8886

@

Cl@

[0 [ ) e o )

EgEEcess8gs

o
M L T I I T T I T T T T L T T T T T I I T T I R L T
4[= 3YBI1B- 3T B alp

] [ I 1
B ranze Fanzr waz Toare wat 12

ooow E 2
] | Evert Time Display Path Name Event Gtate Priority Acked By EventValue 1
1 | 217116 4:30 PM Ramp Low Alarm 2 Clear High 387333 &
; 3 3716 4:38 FM Ramp High Alarm 2 Clear Medium 248 E‘i
i | 317116 4:38 PM Ramp Low Alarm 2 Active High 248 i
] | 3716 4:39 PM Ramp Low Alarm 2 Ack High i
] | 31746 4:39 P Ramp Low Alarm 1 Clear High 50.3 i
1 | 377116 4:39 PM Ramp Low Alarm 1 Active High 03 i
] 3 3716 4:38 P Ramp Low Alarm 1 Atk High 3
B {31716 4:33 P Ramp High Alarm 2 Active Mecium 807333 ]
1 | 376 4:38 P Ramp High Alarm 2 Ack Medium i
7 | 37016 4:38 PM Ramp Low Alarm 1 Glear High 57.3 1
1 | 316 4:38PM Ramp Low Alarm 2 Glear High 274 |
i 33/7/16435 P Ramp High Alarm 2 Clear Medium -15.2667 3
1 @|umedaeem Ramp Low Alarm 2 Active High -15.2667 0
] | 3716 4:38 PM Ramp Low Alarm 2 Ack High i
] | 31716 4:38 PM Ramp Low Alarm 1 Active High 7.3 |
d lemieaserm Ramg Law Alarm 1 Ack High 1
o] 1 37116 4:38 PM Ramp Low Alarm 1 Clear High 5131 ]
1 3 3716 4:38 P Ramp High Alarm 2 Attive Mecium 807467 3
1 | 317016 4:38 PM Ramp High Alarrn 2 Ack Mediurm I
] | 317016 4:38 P Ramp Low Alarm 1 Active High 131 1
5l |36 438 PM Ramp Low Alarm 1 Ack High i
1 33/7/15433 M Ramp Low Alarm 2 Clear High 274133 3
1 {27 43P Ramp High Alarm 2 Clear Medium -23.2533 ]
] | 3716 4:38 PM Ramp Low Alarm 2 Active High -23.2533 i
e TR Ramp Low Alarm 2 Ack High ]
H | -1
2

] | 16,447 events * PP

) welcome  [T] Alarm Status . [T Alarm Journal x  [7] Alarm History = [7] Alarm Status

;| = Containers

Component Palette E lz‘
3 e =
] Calendar =

[ Popup Calendar g

& Date Range =

) DayView

] week view Z:

[T Montn view =
= Admin E

&6 User Management 2

[3 Schedule Management
#7 Roster Management
a7 SFC Nonitor

- Marming
[] Mlarm Status Table
< Alarm Journal Table

] container
5= Template Repeater

B Template Canvas

= Mise
 Paintable Canvas
—+ Line '
== Pipe Segment
4¥ Fipe Joint
&) sound Player
& Timer
£ Signal Generator

-1 &% Reporting
Report Viewer
1% Row Selector
£ Column Selector
& File Explorer
{5 PDF Viewer

EE  Alarm Journal Table "Alarn Journal® (40,119) [988x626]

‘(-‘-) |1DD% ‘157/455 b ‘S

By default, the Alarm Journal Table does not filter out any of the alarms, it simply shows you all the

alarms stored in the table for the time range set. When you add an Alarm Journal component to a

window and have no start and end dates selected, it defaults to show the previous 8 hours of alarms

and will not refresh itself until the start or end date properties change. See Alarm Journal - Filter on

Date Range for more information.

The alarms are color coded so you know what each of the states represent. In Preview Mode, you can

right click in the header to hide or show columns. You can also move columns by clicking them and

dragging them around. You can sort by a column by left-clicking it, or sort by multiple columns by

holding the Ctrl key while clicking the column headers. You will see small numbers next to the column

header to indicate the sort order and direction (ascending vs descending).
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Alarm Journal - Fliter on Date
Range

Watch the video

() NoTE

This section assumes that an alarm journal profile and alarms are configured. To learn more, go
to the Configuring Alarms and Journal Properties and Tables pages.

Alarm Journal Table

The alarm history displayed in the Alarm Journal Table component can be filtered by start date and
end date.

When the Alarm Journal Table component is initially placed on a window, the component shows the
last 8 hours of alarm events stored in the Alarm Journal Profile. You typically want to filter for alarm
events in a specific time period rather than scroll through a list of events. You don’t want operators to
see everything, but to choose a start date and end date so they can see the alarm history for a
specific time period. This is very easy to setup on the Date Range component.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://inductiveuniversity.com/video/alarm-journal-filter-on-date-range/7.9
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File Edit ‘iew Project Component Alignment Shape Tools Help
BN ralklB B iO0-P P -FRAEEASQAQR (ESSE LANS b oW LM =  ofd
Project Browser o oL ox P L T T T T T T T T T T T T T T
=Ry -
— [T Atarm Joumal 3 L . ]
l_ i i
D R?otContamer D : Event Time Display Path Event State Priarity Ack'ed By EventValue I
L mlarm Journal e !
T J | 3616 3:53 AM Ramp Clear Medium -18 6267 E:
ol H
Tag Browser Sl | 31EnE 3:53 AM Ramp Active High 18,6267 l
- G - Fp &l a "
a B H o sMo S$ o 2116116 0:52 AM Rarmp Ak High !
- i ’
-3 Marms 2114 | anere a:53 Am Rarmp Clear High 5478 !
- ] Device Status = I ) _ X
e . 3 1 31 BHE 953 AM Ramp Active High 479 |
= T gensim 1 '
e | 361616 9:53 AM Ramp Atk High X
Property Editor ol B X . . 1
0 R g4 o 3NBME 953 AWM Ramp Active hiedium 880533 1
A A ¥
8 = =i Rl - o ; !
i 3MBME 9:53 AM Ramp Ack Medium '
= dl ’
ELITI] _ | 3H B6 8:53 AM Rarmp Clear High 5478 !
Narne Alarm Journal @7 '
Erabled 7 E | 311816 9:53 AM Ramp Clear High 34 TOBT '
nanle rue
= [ anene 953 A Ramp Clear Medium -18,6267 ad
Visible M true W | 316016 0:53 A Rarmp Active High 186267 |
= "
Barder Ma Border Ha@ | ] | 36 8:53 AM Ramp Ack High I
= ! ’
Behavior T 3HMEME 9:53 AM Ramp Active High 478 ;
!
Journal Name “auto> i 31616 9:53 AM Ramp Ak High ;
Start Date =Mao Date=
| 361616 9:53 AM Ramp Clear High 5377 X
End Date =ha Date= g | . . 1
= | 3MBME 9:53 AM Ramp Active hledium 86.6833 1
Read Timeout 60,000 (@ |4 | i
— i 3MBME 9:53 AM Ramp Ack hedium '
Touchscreen Mode Single-Click |Z| @I T ) ] '
B ] : INBME 953 AW Ramp Active High 377 :
ata
o 1 | 31616 9:53 AM Ramp Atk High '
Appearance T X
# Filters o] AMEME G52 AN Ramn Clear Hidh 3336 -
4 120,279 events & P ?:
] e 2 L]

Setting up Alarm Journal Table to Filter on Date Range

1. Ignition offers several types of date pickers under the Calendar tab of the Component Palette.
This example uses the Date Range component. The start date and end date are built into the
Date Range component so you can select the Start Date and End Date all in one place. Drag the
Date Range component from the Component Palette to your window above the Alarm Journal
Table.
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2. To link the Alarm Journal Table component to the Date Range component, select the Alarm
Journal Table component, click the Start Date binding icon. Click the Property binding type, and
select the Start Date for the Date Range component. Click OK.


https://www.docs.inductiveautomation.com/docs/7.9/appendix/components/calendars/date-range
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3. Now, do the same for the End Date. Click the End Date binding icon, bind it to the Property
binding type, and select the End Date for the Date Range component. Click OK.
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4. By linking the Alarm Journal Table and the Date Range components together, as soon as the

operator changes the Start Date and End Date on the Date Range component, Ignition

automatically updates the Alarm Journal Table and all the alarm events within that time period.

5. Click on Preview Mode and you will see alarm events within that time period.
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6. You can also zoom in or out on specific time periods to see the alarm events that exist in the

alarm history table.
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It is very easy to filter alarm events based on time. It's important to note that the Alarm Journal Table
fetches data only when the window is first opened and when the start or end date change. To see new

alarm events come into the table, use the slider to change the dates.

@ NoTE

You can make the alarm events show as red bars in your Date Range component component if
you bind the Data Density property.


https://www.docs.inductiveautomation.com/docs/7.9/appendix/components/calendars/date-range
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Alarm Journal Table Filtering

Ignition provides a host of filters to view alarm history data. Not only can you filter the Alarm Journal
Table on a date range to see alarm history data within a specific time period, but there are also a
number of other filters you can use as well.

In the Alarm Journal Table component you can filter on alarms in two different areas in the table; filter
properties in the Property Editor and the filter icons located at the bottom of the Alarm Journal Table
component.

Setting up General Filtering on the Alarm Journal Table

In the Designer, drag an Alarm Journal Table component into your window. By default, Ignition filters
on four different type of alarm events: System Events, Active Events, Cleared Events and Acked
Events. In the Property Editor you can see each type of alarm event.

For example, if you uncheck the Cleared Events and Acked Events, the Alarm Journal Table will show
only Active and the System events. If you want to show only Active events, check Active Events and
leave the other events unchecked. It's easy to configure the event filters on the type of alarms you

want to see.

You can also filter on Source Path, Priority, Display Path and even create your own Search String.

This example shows a basic filter displaying all the alarm events. Each color represents a different
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alarm state. In Preview Mode, you can right click in the column header to show or hide columns,

reorganize the columns, and resize the columns.

There is also a way to filter alarms based on a Tag Path, Tag Provider and alarm Name. If you

configure alarms in particular folders in Ignition, you can use the Source Filter to find alarms by Tag
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Path. In this example, *Machine* was entered using wildcards in the Source Path field of the Property

Editor to find all the 'Machine' alarms in all the Machine folders.

Provider Filter
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You can also filter on alarms by name using the Display Path Filter which was setup in the alarm

configuration. In this example, *Ramp* was entered in the Display Path field to find all the alarms in

the system with a 'Ramp' name.
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You can also create your own Search String to find specific alarms, events and conditions. In this

example, *Machine B* was entered in the Search String field to find all Machine B alarms in the

system.
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Lastly, you can filter alarms based on Priority. Typically, when you open the Alarm Journal Table, it
displays every single alarm on all the priorities from Diagnostic to Critical. If all you want to do is
. " ‘ " , . . . . ‘ " , . .
display Critical alarms, select ‘Critical’ from the Min Priority field and ‘Critical’ from the Max Priority
field. Now, only the Critical alarms will be displayed in your table.
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All of the Alarm Journal Filter properties are bindable so you can design your windows and let the
operator choose and filter the alarm data based on how they want to display it.
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Alarm Journal - Filter on
Associated Data
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Alarm Journal - Filter on
Associated Data

Watch the video

Q AN ALARM JOURNAL PROFILE, ALARM, AND ASSOCIATED DATA MUST CONFIGURED

This section assumes that an Alarm Journal Profile, alarms, and associated data be configured.
To learn more, go to the Configuring Alarms, Alarm Associated Data, and Journal

Properties and Tables pages.

Just like the Alarm Status Table you can filter the Alarm Journal Table based on associated data that

you added to your alarms.

How to set up the Alarm Journal to Filter on
Associated Data

Once associated data is added to an alarm, you can easily filter for specific alarms in the Alarm
Journal Table component. Typically, the Alarm Journal Table shows you the complete history of all

alarms within a specific time period using the Date Range component.
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In this example, a WriteableFloat1 tag was used and added to an alarm. You can see that two alarms
were configured for "WriteableFloat1,' but only one has associated data. Associated data was added
to the High Alarm called Group and was given a static value of Group A. You can filter on what is
shown in the alarm list based on the associated data. You can search for all the Group A's or whatever
associated data that was added to your alarm.
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Once your associated data is configured in your alarm, the next thing you need to do is setup your
script to filter for all the alarms in your history that have the associated data named 'Group' with a
value of ‘Group A'. Instead of using the properties in the Property Editor, go to the Scripting area and

use an Extension Function.

1. Right-click on your Alarm Journal Table component and select Scripting. The component
Scripting window will appear.

2. Under the Extension Functions folder, click filterAlarm.

3. Check Enabled and enter the following code at the bottom of the filterAlarm script.

filterAlarm on associated data

group = alarmEvent.get("Group")

1f group == "Group A":
return
return

For every alarm matching 'Group A', the ‘filterAlarm’ script will return “True,” and show the alarm in the
table. If the associated data does not match ‘Group A, it will return ‘False,” and the alarm will not show
up in the table.
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Scripting allows you to use the 'filterAlarm' function for associated data. This script is only going to
show you the alarms matching the associated data. You can add other filters as well depending on

your requirements.

This example shows the updated ‘filterAlarm’ script. Press OK.
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] 15 return True
I 1la
| 17 return False
]
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]
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L
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|1| il i E
I [8]54 H Apply H Cancel l

By default, the script is not going to automatically use your new filter until the data is updated. This
happens automatically when a window is opened, but to trigger the associated data filter immediately,
change the Start Date or End Date. The easiest way to change the start and end dates is by moving

the Date Range slider if you have one already bound, as shown in the example below.

Click Preview Mode, and move the Date Range slider to initiate the associated data filter.
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Now, the Alarm Journal Table will show only alarms for 'Group A'. So it is very easy to filter on

associated data. The associated data is outside the folder structure and outside the Display Path. It

allows you to filter any way you want so you can look at alarms in a particular area of the plant or for a

certain set of alarms.
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Alarm Journal - Row Styles

Row Styles

The Alarm Journal Table component allows you customize row styles for different states of alarm
history.
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Alarm Journal - Row Styles
Watch the video

Just like the Alarm Status Table, the Alarm Journal Table comes with a particular set of colors
associated with each of the alarm states as shown in this example. The Alarm Journal Table has a
built-in feature to change the colors of each individual row based on the state of the alarm. You can
change each of these colors for each of the alarm states in the Alarm Rows Styles Customizer.
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Setting up Row Styles for Different Alarm States

Right-click on the Alarm Journal Table Component and scroll down to Customizers > Alarm Row
Styles. The Alarm Row Styles window will open. You can see the default styles, colors and states.
Each style has an expression, a color, and if you want it to blink or not. In this example, the

'isSystemEvent' is white, and the event states for 'Active' is red, 'Clear’ is blue, and 'Ack’ is green.
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You can add more row styles by clicking on the green Plus % icon or modify the expressions that

currently exist.

Row Styles gives you a head start for building your new expression. You can use Priority, State,
Display Path, Active Time, Cleared Time, etc., in your expression. You can do any evaluations you
want and use any parts of the alarm configuration for building your expression.

Alarms are evaluated in sequential order, from top to bottom. The first alarm that returns True is the

style that will be used. If the alarm returns False, then that style will not be used.
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Once the changes are made to row styles, you can see that all the red alarms are Active alarms, all
the Cleared alarms are blue, and all the Ack alarms are green. So you can see how easy it is to add
more alarm states, and change the colors of each of the individual rows in Alarm Journal Table using

the Alarm Row Style Customizer.

Refer to the Alarm Event Properties Reference section to learn more about alarm properties and
how they are used in the Alarm Row Style Customizer.
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Alarm Journal - Focusing on
Alarms

Watch the video

Focusing on Alarms

The Alarm Journal Table can focus on a specific events in the alarm list. Focusing will filter out content
in the table, allowing you to view all instances of a certain alarm. Additionally, alarms can be focused
by an Event Id, which will show all values for a single alarm instance, such as when the alarm became
active. In the following example, the Alarm Journal Table shows you a complete history of all the
alarms within a specific time period using the Data Range component. You can see a lot of Machine C
and Machine D alarms including quite a few Ramp alarms.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://inductiveuniversity.com/video/alarm-journal-focusing-on-alarms/7.9
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the Focus Feature

The Focus feature allows you to focus in on one specific alarm to view the history for that alarm.

Target Alarm Source

For example, if you want to see alarms from just a single Source Path, select any alarm event in the

table, and click on the Focus < icon. This allows you to focus on the Target Alarm Source (the

Source Path of the alarm) or the Event Id (a single instance of an alarm). Click on the Target Alarm

Source option.
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In this example, we are focusing on an alarm at source path prov:default:/tag:Alarms/High

Alarm:/alm:Alarm. Once you click on the Target Alarm Source option you will only see events from

the selected source path, including any changes to the state, as well as acknowledgments.
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You can then remove the Focus by clicking on the Focus @ icon again.

Target Event Id

You can also focus on a specific alarm event that already happened by selecting the event and click

the Target Event Id.
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Focusing on the Target Event Id will show you all the alarms occurring for that specific alarm event.

You can see when the alarm went Active, when it was Cleared, and when it was Acknowledged. Click

the Focus @ icon to remove the Focus and return to the complete list of all alarms.
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When you have a big list of all alarm events, the Active, the Cleared and the Acknowledged states are

not going to be in sequential order depending on when the event times actually happened so it helps

to use the Focus feature to filter on alarms. Using the Focus feature, you can actually focus on one



Target Alarm Source or the Target Event Id to look at when alarms occurred. It’s a nice way of filtering
through the Alarm Journal Table without having to scroll through the entire list of alarms to match up

the Alarm Events, Times and States.
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Alarm Journal - Searching
Watch the video

Using the Search Feature

The Alarm Journal Table component can search through alarm history and filter for particular alarms

with any criteria. The Search feature is built into the Alarm Journal Table component. On the bottom

right side of the table, you can see the Filter icon. Click on the Filter icon to start your search.


https://www.docs.inductiveautomation.com/docs/8.3/intro
https://inductiveuniversity.com/videos/alarm-journal-searching/7.9
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You can type in any search criteria you want as well as filter on Priority and Event types. This
example shows how to find all Machine D alarms. Enter Machine D in the Search bar at the bottom of
the table. The Alarm Journal Table will display only the results for Machine D.
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This example filters on Priority and shows all the alarms with a priority from Medium to Critical.
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You can also filter based on the type of Events you want to see. If you only want to look for just the

Active alarms, you can uncheck all other events and simply leave the Active Events checked.
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As you can see, the operator has the ability to search and filter on anything they like built right into the

Alarm Journal Table component.
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